a2 United States Patent

Kumar et al.

US009092434B2

US 9,092,434 B2
*Jul. 28, 2015

(10) Patent No.:
(45) Date of Patent:

(54)

(735)

(73)

")

@
(22)

(65)

(1)

(52)

(58)

SYSTEMS AND METHODS FOR TAGGING
EMAILS BY DISCUSSIONS

Inventors: Mohan Kumar, San Jose, CA (US);
Gary Lehrman, Cupertino, CA (US);
Hari Krishna Dara, Mountain House,

CA (US)

Assignee: Symantec Corporation, Mountain View,
CA (US)

Notice: Subject to any disclaimer, the term of this

patent is extended or adjusted under 35
U.S.C. 154(b) by 848 days.

This patent is subject to a terminal dis-
claimer.

Appl. No.: 12/181,992

Filed: Jul. 29, 2008

Prior Publication Data

US 2010/0030798 A1l Feb. 4, 2010

Int. CI.
GOGF 7/00
GOGF 1730
USS. CL
CPC ... GOGF 17/30038 (2013.01); GOGF 17/30873
(2013.01)

(2006.01)
(2006.01)

Field of Classification Search

CPC ..o GOG6F 17/30554; GOGF 17/30002;
GOGF 17/30011; GOGF 17/30283; GOGF
17/30241; GOG6F 17/30557; GOGF 17/30572;
GOG6F 17/30873; GOGF 11/3442; GOGF 11/07;
GOGF 15/16; GOGF 3/048; GO6Q 10/06;
GO06Q 50/22; GO6Q 10/107; HOAL 9/30
USPC e 707/728, 730, 999.002

See application file for complete search history.

(56) References Cited

U.S. PATENT DOCUMENTS

6,519,580 B1* 2/2003 Johnsonetal. ................ 706/47
6,560,620 Bl 5/2003 Ching
6,582,474 B2 6/2003 LaMarca et al.
6,665,656 B1  12/2003 Carter
6,768,999 B2* 7/2004 Prageretal. .....c.ccooevennnnn. 1/1
7,007,067 Bl 2/2006 Azvine et al.
7,032,030 B1* 4/2006 Codignotto ..........c..c.... 709/246
7,194,681 B1* 3/2007 HOrvitz .......cccccoevernenn. 715/236
7,260,773 B2 8/2007 Zernik
7,421,690 B2 9/2008 Forstall et al.
7,546,346 B2* 6/2009 Ouchi .....ccoocevvevrenrnnnn. 709/206
(Continued)
OTHER PUBLICATIONS

Kerr, Bernard; Thread Arcs: An email Thread Visualization, Collabo-
rative User Experience Group IBM Research, 2003.

(Continued)

Primary Examiner — Daniel Kuddus
(74) Attorney, Agent, or Firm — Lowenstein Sandler LLP

(57) ABSTRACT

Systems and Methods are disclosed that provide for organiz-
ing a first plurality of email documents into a plurality of
document groups, reviewing a document group from the plu-
rality of document groups, and associating review content
with the document group. Review content may then be propa-
gated to one or more email documents associated with the
document group to produce a second plurality of email docu-
ments. One or more email documents may be annotated in
accordance with the review content. Depending on the
embodiment, review content may include text, graphics,
audio, tag, and multimedia information. Produced documents
can be searched and browsed in accordance with information
in the review content. Email documents can be grouped by
information in meta information and/or header information
associated with the email documents into various groups,
including threads or conversations.

30 Claims, 25 Drawing Sheets

Propagation of Review

Content

Email Emaif
Document Document Review Content #1
10020 10020
I
Email Email [~{ Review Content #1
I—— Document ~_{ Review Content#2 )| Document
10025 - 10025 —~{ Review Content #2
1
Email De-duplication Email

10010

10030

Email
—— Document
10035

Email
Document
10040

Document [~ Review Content #1 ) e

Document Review Content #1
10010

I

Email " Email [~ Review Content #1
— Document Review Content#3 ) | poeyment

10030

Review Content #3
I
Emait
Document Review Content #1

10035
T
Email

Document Review Content #1
10040




US 9,092,434 B2

Page 2
(56) References Cited 2006/0095473 A1 5/2006 Fox
2006/0143307 Al* 6/2006 Codignotto ................... 709/246
U.S. PATENT DOCUMENTS 2006/0195914 Al* 82006 Schwartzetal. ... 726/32
2006/0242243 Al  10/2006 Matsumoto
7,596,606 B2 9/2009 Codignotto 2006/0288285 Al  12/2006 Lai et al.
7,644,366 B1* 1/2010 McKinney .............. 715/738 2007/0038437 Al 22007 Brun
7,685,247 B2*  3/2010 Codignotto . ... 709/206 2007/0083598 Al 4/2007 Kawakami et al.
7,689,658 B2* 3/2010 Codignotto ................. 709/206 2007/0106729 Al 52007 Adams et al.
7,693,866 Bl 4/2010 Weaver et al. 2007/0112777 Al* 5/2007 Field et al. .. 707/10
7,698,372 B2*  4/2010 Codignotto ................... 709/206 2007/0150802 Al* 6/2007 Wanetal. ......ccoovvnnene 715/512
7,702,736 B2*  4/2010 . 709/206 2007/0157287 Al 7/2007 Lim
7,702,737 B2*  4/2010 . 709/206 2008/0005064 Al 1/2008 Sarukkai
7.730.113 B1* 6/2010 R 707/821 2008/0126300 Al* 5/2008 Bossetal. .......cccovernrnnn. 707/3
7757.162 B2 7/2010 Barmus et al. 2009/0024668 Al*  1/2009 Bildhaeuseretal. ......... 707/200
7813915 B2  10/2010 Nakao 2009/0031401 Al 1/2009 Cudich et al.
7,865,815 B2 1/2011 Albornoz et al. 2009/0265609 Al* 10/2009 Ranganetal. ............... 715/234
7,885,955 B2 2/2011 Hull et al. 2010/0030798 Al* 2/2010 Kumaretal. ............. 707/102
7,949,938 B2 5/2011 Champion et al. 2012/0158728 Al 6/2012 Kumar
7,958,127 B2 6/2011 Edmonds et al.
8171393 B2 52012 Rangan OTHER PUBLICATIONS
2002/0078158 Al 6/2002 Brown et al. - . . . . . .
2003/0023435 Al 1/2003 Josephson Samiei, Maryam; EXMail: Using Information Visualizatoin Tech-
2003/0023675 Al* 1/2003 Ouchietal. ............. 709/203 niques to Help Manage Email, School of Engineering Science Simon
2003/0028580 Al 2/2003 Kucherawy Fraser University, 2004,
%88%;8?;;5;‘ ﬁ} 13;388% %fchhaé?:tt;l' Wan, Stephen; Generating Overview Summeries of Ongoing Email
2003/0227487 Al 12/2003 Hugh ' Discussions, Department of Computing Macquarine University,
2004/0088328 AL*  5/2004 Cooketal. .....cccooorrrnn. 707/104.1 2004
2004/0088332 Al 5/2004 Lee et al. Wu, Yejun; Indexing emails and email threads for retrieval, College
2004/0194025 Al 9/2004 Hubert et al. on Information Studies and UMIACS University of Maryland, 2005.
%883;8%%?2 ﬁi i %883 E?W’“ ftalal Office Action for U.S. Appl. No. 12/104,297, mailed May 26, 2011.
ass et al. Notice of Allowance for U.S. Appl. No. 12/401,297, mailed Dec. 2,
20030007321 AL 32003 Zhuetal. 001 |
2005/0223061 Al 10/2005 Auerbach et al. Office Action for U.S. Appl. No. 13/406,398, mailed Dec. 10, 2012.
2006/0031373 Al 2/2006 Werner et al. Office Action for U.S. Appl. No. 13/406,398, mailed Jul. 17, 2013.
2006/0083357 Al 4/2006 Howell et al. . .
2006/0083358 Al 4/2006 Fong et al. * cited by examiner



U.S. Patent Jul. 28, 2015 Sheet 1 of 25 US 9,092,434 B2

1010 1020 1030
Preprocessing Stage ——» Review Stage —» Production Stage

A A A
e A v A

Preservation
Identification
_—

Collection +_

Processing

Review

— Production

Analysis

Fig. 1



U.S. Patent Jul. 28, 2015 Sheet 2 of 25 US 9,092,434 B2

2010

Preprocessing Stage

2020 l

Organization Stage

2030 l

Review Stage

2040 l

Propagation Stage

2050 l

Production Stage

Fig. 2



U.S. Patent

3010

Jul. 28, 2015

Sheet 3 of 25

De-duplication Stage

3030

Email ||
Set1 |F

3020

Email
Set 2

Organization
Engine

US 9,092,434 B2

3040

_| Organize

d Emails

Fig. 3

4

Group 1

3050

3060

) 4

Group 2




U.S. Patent Jul. 28, 2015 Sheet 4 of 25 US 9,092,434 B2

( Begin }/“ 4000

v
Receive email message " 4005
v
Determine message data of email message " 4010

4015

Subject of
email message substantially similar to subject
of email thread?

YES

email message
included as attachment of existing message
in email thread?

4045
4030

Relationship YES
between sender and recipient of existing

message in email thread?

Determine position
——»] of email message in
email thread

Create email thread

FIG. 4A



U.S. Patent Jul. 28, 2015 Sheet 5 of 25 US 9,092,434 B2

NO Portion of
email message included in existing chronologically

later message in email thread?

No quoted text or attachment in email message?

Multiple existing
essages in email thread refer to email message?

Mark email message as origin of email thread " 4065

Place email message in email thread in response to message | 4070
data

__,( End }/\4075

FIG. 4B




U.S. Patent Jul. 28, 2015 Sheet 6 of 25 US 9,092,434 B2

C Belgin }/‘ 5000

Receive plurality of email messages 5010

I

Determine email rank associated with each email
message in plurality of email messages

I

Determine email threads in response to e-plurality of
email messages

I

Determine thread Rank associated with each email
thread in response to email ranks of each email
message associated with each respective email

thread

I

determining ordering of email threads in response to
thread rank associated with each email thread

I
C End }/‘ 5060

FIG. 5

5020

~">5030

5040

5050




U.S. Patent Jul. 28, 2015 Sheet 7 of 25 US 9,092,434 B2

( Belgin }/\ 6000

Receive plurality of emails 6010

:

for each email in plurality of emails, generate feature
representation for email based on set of noun "> 6020
phrases associated with email

|

Generate set of topics associated with plurality of
emails based on feature representation for each ~"6030
email

|
( End }/\ 6040

FIG. 6A




U.S. Patent Jul. 28, 2015 Sheet 8 of 25 US 9,092,434 B2

C Befin }/\6100

Receive plurality of emails 6110
Select email from plurality of emails 6120
Determine sentence structure of email 6130

:

Determine parts of speech of email, including
noun phrases

:

Generate feature vector of email based on noun
phrases

6140

~6150

YES

emails remaining?

Determine centroids associated with cluster of
feature representations of one or more email ~6170

:

Identify set of topics based on centroid 6180

I
( End }/\6190

FIG. 6B




U.S. Patent Jul. 28, 2015 Sheet 9 of 25 US 9,092,434 B2

FEATURE
VECTOR
7010

l

CATEGORIZATION ENGINE

7020
A
CATEGORY FEATURE SIMILARITY/DISTANCE

VECTOR SEARCH INDEX ESTIMATOR

7030 7060
POTENTIAL CATEGORIES ACTUAL CATEGORY

7040 7070

POTENTIAL CATEGORY
VECTORS
7050

FIG. 7A



U.S. Patent Jul. 28, 2015 Sheet 10 of 25 US 9,092,434 B2
NEW
UNCATEGORIZED GENERATION NAMES AND
DO%‘:%ENT > ENGINE ™ FEATURE
HE 7120 VECTORS
T 7140
CATEGORY
DEFINITION
RULES
7130

FIG. 7B



U.S. Patent Jul. 28, 2015 Sheet 11 of 25 US 9,092,434 B2

8010

Select an email document or
a group of email documents

8020 l

Create a review content

8030 l

Associate the review content with the
email document or the group of email
documents

8040 Yes
Select another?

No

8050

End

Fig. 8A



U.S. Patent

Jul. 28, 2015

Review Stage

8110 =1l
Group 1
Set 1 -I:
Group 2
]
—
Group 3
Set 2
Group 4
8120 —

Review
Application . .l Group 2

Fig. 8B

Sheet 12 of 25

8110

US 9,092,434 B2

Tag 1

Note 1

Annotation 1

Tag 2




US 9,092,434 B2

Sheet 13 of 25

Jul. 28, 2015

U.S. Patent

V6 61

[a3ue;] __ aAEG

f 0606

§24E Ul pa|aqe] a4e asn Ul s10[oD
auoM [

#2219 SEERLEY |
F5al: | e I
magas [ sdand
abueag [ vasis N
i D]

) SEERLY |

dojoo Bej4 y09)9s

dojoo Be(4 4

—~~— 0106

uropdodq ®0QA28YD -

e

I

[pasalial ale SJUALINIOR 85841

paanalnay

adi] Ausobajen Ge) A

uoRdiLasad 4

awep Adobajen e 4

~~ 0€06

~— 0206

~~— 0106

0006

{pamaiaay) Adobaje) be) yp3 « SEEL aUag



US 9,092,434 B2

Sheet 14 of 25

Jul. 28, 2015

U.S. Patent

0816~

0416

g6 ‘614

v

NN

Bhlsuadsay [ | paba|aud ]
EI_H_ Um.ﬁm_}m._c_._ﬂ_ pamalaay
she)

0916~

7T

abessam TENPTATPUT A Eutbbeq

0616~

(3PIH) 230U JUaWINI0g

Joaloag-Abasug

aInanSeIU] (eqofD ARIaug j2dn

fEuRL

*ETlT-£ [[ea aseard ‘suonsanb Atue aser] nod J1

= 8dais 1A, anod Sururerdxs S0 MoLI0tI03 X0qUT JT0A U TR0 UL SARTY 0STE ([T oL

- Arayerpann paosssed anod aSwera oy paanbax
aq [l N0 “pansmssed pue ] W0y Jnod [l UEES0] [T Nod CSUTiIou 9173 Ul A LLIE 04 1at ),

ST SSUIORTL IN0A
0 0 8o asva[d Suruasa siyy AS3ang magn o suonelSur mifaq [T L] 1R aleme ag aseard

isdas) A3doug 2angJae s 990 UoTUalyy

LOREBIW ABAUT MSAN (PRaY 52| (UDRBLLIDU] naalgng | 0ocl6
2002 LSd T2iERiET b0 G924 uok Huag
He b
«02aUT || -26-|p=Ua/sualda Bl =L /B U=n0 U0 ua=0/> 4BJAUS MSAM (2-79-10 0l
< juljeqobmsqn wquu=uasiua dinal=ud /e U=n0 00 08=0, > A
adnianaisedgu] |eqoo Abaaug wsan .EF.ZI

afoay oy ppy

DESF L1470 :dI Juawniog & 49pE3IH a

0cl6

a suondp | 103514

aman | 1| asad> ) |@E|=] =] ma'A | u1d Hodxg

ovrm\

00L6

e B w6 595 & eT2'v E punod 629715 [ "_::_u._mo/

oLl6



U.S. Patent

9210

Searched: (151,679 Found: B 4,213 G565 [F] o6

Jul. 28, 2015

9200 \

Sheet 15 of 25 US 9,092,434 B2

llg 3,477

—— e ~ 9240
Add ta project: P |I 9220 Note | Comment on tag event \_ﬁ,| ﬂf
- A R .
923 )|Energyr Froject tagging all emails for all the -
discussion threads.
Revigwed: [ Tag ) 9260 ,
Unreviewed: |LIn-Tag A Send email summary to: | superuser \?\,|
Hot: | Keep as-s \F_ Apply tag to: 9270
Privileged: | Keep as-is *J.ﬂ C’Only selected discussions
Responsive: |Keep as-is ;idj @ &l discussions faund
9250 565 Discussions found | GShow Mz cbpen | 1-10 Next:
‘i iTitIe | Driginator |ME'ssages’ Sent | Score T |
Missing Payechecks UBSW Engrgy General Z 03/04/2002
fnnouncements (2032 days ago)
lists Patrick Mulvany 2 02/01/2002
(2063 days agn)
Employee Transfer Ina Rangel 4 03/07/2002
{2029 days ago)
fhioress to TAGG Phillip Lave B 0a/07/2002
{2029 days ago)
ficcess to TAGG Phillip Love g 03/07/2002
(2029 days agn)
Enerqy Forum paul joskom 3 07/13/2001
(2266 days aga)
Energy Analysis Ricardo Charvel 4 12/06/2000
(2485 days ago)
Eneray Analysis Mike Papadopoulos” Z 12/04/2000
(2487 days agn)
Impartant Eneragy Palicy Conference, Sept 27 collzen benefield Z 09/14/2001
(2203 days aga)
Steve Peace On Energy Supply tony valenzuela Z 07/17/2000

{2627 days ago)

Fig. 9C



U.S. Patent

Jul. 28, 2015

Sheet 16 of 25

Propagation of Review

Content

Email
Document
10020

Email
Document
10025

’\{Review Content #2)

Email
Document
10010

De-duplication

'\{Review Content #1> D ——

Email
Document
10030

—-\{Review Content #3)

Email
Document
10035

Email
Document
10040

Fig. 10A

US 9,092,434 B2

Email
Document
10020

Email
Document
10025

Email
Document
10010

I

Email
Document
10030

Email
Document
10035

I

Email
Document
10040




U.S. Patent Jul. 28, 2015 Sheet 17 of 25 US 9,092,434 B2

Propagation of Review
Content

Email Document 10010

TAG: HOT

Document Content

Email Document 10025 Email Document 10030
TAG: HOT TAG: HOT
TAG: REVIEWED Comment: Leaked version from
CFO.
Document Content Document Content

Fig. 10B



U.S. Patent Jul. 28, 2015 Sheet 18 of 25 US 9,092,434 B2

Propagation of
Redacting Information

Email Document 10200

tem4
Item 2
Email Item 3
Document I
10220 -
ocument 10225
em1
Email ltem2
Document |~ Redact Item #2 ) Item 3
10225 I
Email Document 10210
Email ltem1
Document —-4 Redact ltem #1 ) - tem 2
10210 item 3
[
Email ;
Document »\/\Re dack ltem 43 Email Document 10230
10230 Item 2
tem3
Email I
Document Email Document 10235
10235 Kemt
ltem 2
Email ltem 3
Document I
10240 Email Document 10240
ltem1
ltem 2
ltem 3

Fig. 10C




U.S. Patent Jul. 28, 2015 Sheet 19 of 25 US 9,092,434 B2

Propagation Stage

10320
I'd A ™
10310
. Criginal
Email Doc 1 Document
- Revi
| __|Email Doc I | Contonts
Email Doc 2 1
Production -
Email Doc 3 Application |— Emag Doc Original
1 Document
Email Doc 4 | Review
Contents
Email Doc 5

Fig. 10D



US 9,092,434 B2

Sheet 20 of 25

Jul. 28, 2015

Vil 6i4
T - -
e 567 061 5T
SOILATYNY —_
s31avL e
S31avL 10V IENVELS
3 INYdIOILYYd ANOLOTMIT H3INYIS TV
L o8l GGl Gl
gol (<] X3aNI SYINYIS AHOLDIHIA SHIAYIS VNI
X3IANI ¥3LSYN s3avl 1X3aL 1n4
NOISNaWIa 1S H »l«
NOILNgIYLSIa
0S1 oLl
L L ——¢ JDVIHILNI 3DV4HILNI
me f_ o7t xwwf_ 0oL AYOLO3¥Ia IdYIN
1X3L 11n4 m%_.n__mu% 1X3L 1N4 ﬂm_m_\w,_,% 3
¥31sn1o TIYN3
G¢h 0ch
3 3 3 HIOUNVIN  le——» ¥olvNIwI3
y3d4ng 31v2I1dNa
ovl el ocT
H3IIHISSVID MIZAWNY [ ot
21d0o1 avIdHL
ﬁ\ 00}

U.S. Patent




U.S. Patent Jul. 28, 2015 Sheet 21 of 25 US 9,092,434 B2

200
PORTAL
202
WEB APPS
212
QUERY || ANA- || DOMAIN
Jsp (| ERY | opmimi- || LyTic || TEM-
> 214 [|FS0E ([ zaTION || s PLATES |[¢ >
26 11T || 220 || 222
INDEXER
204
DIS- ADMIN
TRIBUTED —f INTERFAC
SERVICES P MET || FULL THSEA GROU E
o8 apa || TExT [| O || PEF- || ToPICS o1
208 TA || INDEX | Voo [[FECTS|| 232 T
224 || 228 230
228
CRAWLER
206
P I
riss || ev [[mapi|| psT || ADs ||, BX
MERGE
234 || 236 || 238 || 240 || 242 || MERS

Fig. 11B



US 9,092,434 B2

Sheet 22 of 25

Jul. 28, 2015

U.S. Patent

D11 B4
oee ove 0S¢
30IA3a (S)3DV443ALNI
QYvVO8AIN LNdNI ¥3SN INNOD
A v
0¢ 06€
08t AHOW3IN 09¢
JAINA MSIa SS300V (8)¥0SS300¥d
WOAaNVY
( !
0zZ€ _
0IE
HOLINOW

00€ \»

. GGE




U.S. Patent Jul. 28, 2015 Sheet 23 of 25 US 9,092,434 B2

EMAIL MESSAGE
400

EMAIL HEADER
410

EMAIL BODY
420

QUOTED MESSAGE
430

QUOTED MESSAGE HEADER
440

QUOTED MESSAGE BODY
450

Fig. 11D



US 9,092,434 B2

Sheet 24 of 25

Jul. 28, 2015

U.S. Patent

311 b4
- (015
muwmmm,q L X3ANI 131 505
Ehol TINA L HITMVHD
NIWHOVLLY
[ [ !
G/S 095 0SS Ggs oIS
X3aNI X3aNI N 9 IO
arna| |oxarmna| |owowvarxal | Niss3noud e
avauHL e dN INITI3LS
oS GSg [75 0€S GZs 0Zs s
N o ¥OSSID0¥Ud N HOLVYN
— —
mommmm_ﬂﬁ 21 11IAN02 [ 08S390¥8d 1 0SS300¥d -IWN3 3 mﬂn_ﬁv,_wmn_
HOLve VNI NIWHOVLLY | | 3ov4uns 1¥211dNa




US 9,092,434 B2

Sheet 25 of 25

Jul. 28, 2015

U.S. Patent

411 B4
JINIL
t
089 059 |
(e) (@ — I
LN3IdIO3¥ 290 LNAIIO3Y 00 I
|
_ _ |
SI9 7] _
) @ — |
LIN3IdID3 OL LN3IdIOFN O1 |
|
0.9 oF9 |
=) )] — _
LIN3IdIO3N 9D IN3IdID3N OL _
|
_ 029 |
S0
599 ) (s)) d— i
@ < INTIdISaN OL AIN3IdID3Y 29 |
IN3IdID3H 0D |
. |
S19 |
) d o) IN3IdIDO3Y oL
INIIdIDIY OL LIN3IdIO3Y 92 “
|
(1] (4] 019 509
@ ¢— (v) €] < (v) NIANTS
AIN3IdIO3Y 20 IN3IdID3y OL AIN3IdI103y 29




US 9,092,434 B2

1
SYSTEMS AND METHODS FOR TAGGING
EMAILS BY DISCUSSIONS

CROSS-REFERENCES TO RELATED
APPLICATIONS

This application is related to U.S. patent application Ser.
No. 11/657,398, filed Jan. 23, 2007 and entitled “Methods
and Systems of Electronic Message Threading and Ranking.”
The entire disclosures of U.S. patent application Ser. No.
11/657,398 is incorporated herein by reference for all pur-
poses.

BACKGROUND OF THE INVENTION

Embodiments of the present invention generally relate to
techniques for processing electronic messages. More particu-
larly, the present invention relates to techniques for review-
ing, categorizing and tagging email documents.

Collaboration using electronic messaging, such as email
and instant messaging, is becoming increasingly ubiquitous.
Many users and organizations have transitioned to “paper-
less” offices, where information and documents are commu-
nicated almost exclusively using electronic messaging. Users
and organizations have expended time and money to manage,
sort and archive increasing volumes of digital documents and
data.

Management of electronic resources has however become
a more and more expensive process. Part of the reason is that
many regulatory agencies—such as the Federal Energy Regu-
latory Commission (FERC), the Securities and Exchange
Commission (SEC), and the Food and Drug Administration
(FDA) in the U.S.—have become increasingly aggressive in
enforcing regulations requiring storage, analysis, and report-
ing of information based on electronic messages.

Another reason is due to the increasing ubiquitous use of
electronic discovery (e-discovery) in the litigation context.
E-discovery refers to a process in which electronic resources
are sought, located, secured, and searched with the intent of
using it as evidence in litigation. The nature of modern digital
data makes digital documents extremely well-suited to inves-
tigation. Compared to paper-based documents, digital data
can be searched with relative ease. Digital data is relatively
difficult to destroy since electronic documents are typically
scattered and stored throughout a network during their nor-
mal usage. Standard discoverable electronic data include
texts, images, calendar and schedule data, audio files, spread-
sheets, animation files, databases, web site archives, even
computer programs such as viruses and the signatures they
may leave behind.

Since even a small company in the modern world can be
subjected to a constant stream of potential and actual litiga-
tions, all companies must have an effective policy and infra-
structure to carry out duties on the one hand to preserve
documents that may be relevant to the stream of potential and
actual litigations and on the other to protect documents that
may be privileged to the company and documents that contain
valuable industrial secret that should justifiably be kept from
competitors.

Due to the important role emails play in a modern corporate
setting, emails are becoming a key target of e-discovery
requests. One problem with processing email documents is
that the very same characteristics that make email documents
robust and durable—the extent by which electronic docu-
ments are routinely duplicated and distributed—also make
email documents difficult to review and manage. Just sorting
through the redundant information alone can be costly. The
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competing goals of making sure an investigation is exhaustive
and protecting irrelevant and confidential information from
adversaries and competitors can make e-discovery a very
delicate task.

In a typical discovery process, many companies already
allocate teams of employees spending days and weeks
reviewing emails in order to respond to regulatory audits and
investigations. As emails become increasingly the standard
mode of corporate communications, the pressure to produce
emails with multi-megabyte attachments stored in various
diverse and propriety formats in various high-stakes litiga-
tions will only intensify.

For these reasons, there is a continual need for tools that
can help organizations better manage and lower the costs of
reviewing email documents in an e-discovery and litigations
context.

BRIEF SUMMARY OF THE INVENTION

Embodiments of the present invention generally relate to
techniques for processing electronic messages. More particu-
larly, the present invention relates to techniques for review-
ing, categorizing and tagging email documents.

According to an embodiment, the techniques for process-
ing and producing email documents provide for organizing a
first plurality of email documents into a plurality of document
groups, reviewing a document group from the plurality of
document groups, and associating a review content with the
document group. Review content is then propagated to one or
more email documents associated with the document group.
A second plurality of email documents that is considered
relevant to a document request, the second plurality of email
documents included in the first plurality of email documents,
is then produced.

According to an embodiment, the techniques provide for
annotating one or more email documents in accordance with
the review content. Depending on the embodiments, the
review content can include text information, image informa-
tion, graphics information, audio information, multimedia
information, tag information, and redaction information.
Depending on the embodiments, the produced documents can
be made to be searched and browsed in accordance with the
review content. One or more portions of each of produced
documents may also be redacted in accordance with the
redacting information.

According to an embodiment, the techniques provide for
organizing the first plurality of email documents in accor-
dance with meta information and/or header information asso-
ciated with the first plurality of email documents. The first
plurality of email documents can be organized in accordance
with date information, sender information, receiver informa-
tion, among others, associated with the first plurality of email
documents. The first plurality of email documents can be
organized into a plurality of email threads.

According to an embodiment, the techniques provide for
annotating a multiply annotated email document, wherein the
multiply annotated email document is associated with a plu-
rality of review contents. The plurality of review contents are
aggregated, and the multiply annotated email document is
annotated in accordance with the aggregation of the plurality
of review contents.

The foregoing, together with other features, embodiments,
and advantages of the present invention, will become more
apparent when referring to the following specification,
claims, and accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a simplified illustration of a general electronic
discovery process workflow according to an embodiment;
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FIG. 2 is a simplified flow diagram illustrating an e-dis-
covery workflow according to an embodiment;

FIG. 3 is a simplified illustration showing the de-duplica-
tion of a set of documents according to an embodiment of the
invention;

FIG. 4A and FIG. 4B are simplified flowcharts of tech-
niques for organizing an email message according to an
embodiment;

FIG. 5 is a flowchart for ordering email threads in one
embodiment according to an embodiment of the present
invention;

FIG. 6A is a simplified flowchart of a method for classify-
ing emails into topics in one embodiment;

FIG. 6B is a flowchart of a method for identitying topics
based on feature vectors associated with emails in one
embodiment;

FIG. 7A is a block diagram illustrating automatic catego-
rization in one embodiment;

FIG. 7B is ablock diagram illustrating topic creation in one
embodiment;

FIG. 8A is a simplified illustration showing a technique for
adding and associating review content (e.g., a tag) with an
email document;

FIG. 8B is a simplified illustration showing the reviewing
of a related set of documents;

FIG. 9A is a simplified illustration of a graphical user
interface (GUI) for creating a predefined tag for labeling one
or more email documents according to an embodiment;

FIG. 9B is a simplified illustration of a GUI for reviewing
and tagging an email document in an email group according
to an embodiment;

FIG. 9C is a simplified illustration of a GUI for reviewing
and tagging a discussion thread;

FIG. 10A is a simplified illustration of a process for propa-
gating review content to individual email documents of a
group or thread according to an embodiment;

FIG. 10B is a simplified illustration of an embodiment of a
result of the propagation process shown in FIG. 10A;

FIG. 10C is an illustration showing the propagation of
redacting content according to an embodiment;

FIG. 10D is a simplified illustration showing an embodi-
ment of techniques for propagating review content to email
documents for production;

FIG. 11A is a block diagram of an electronic message
processing system in one embodiment according to the
present invention;

FIG. 11B is a block diagram of software components for
processing email messages in one embodiment according to
the present invention;

FIG. 11C is a block diagram of a computer system in one
embodiment according to the present invention;

FIG. 11D is a block diagram of an exemplary email mes-
sage;

FIG. 11E is a block diagram illustrating an exemplary
processing flow of electronic messages in one embodiment
according to the present invention; and

FIG. 11F is a block diagram illustrating an exemplary
message sequence chart related to an email thread.

DETAILED DESCRIPTION OF THE INVENTION

Embodiments of the present invention generally relate to
techniques for processing electronic messages. More particu-
larly, the present invention relates to techniques for review-
ing, categorizing and tagging email documents.

According to an embodiment, the invention provides for
techniques for an attorney or legal investigator to use an
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electronic system to select, review, and produce a set of email
documents in an electronic discovery for litigation purposes.
Electronic discovery often requires analyzing electronically
stored information (ESI) belonging to several email users.
Depending on the situation, some of these users can be found
in one organization and some can be found in different orga-
nizations. In discovery, each of these documents needs to be
reviewed to create eventually a set of responsive documents
that are produced in response to a discovery request by an
opposing party or a court. While a goal is to produce docu-
ments that are responsive to discovery requests, it is also a
goal to protect documents that are not relevant to the contro-
versies or otherwise not privileged from an opposing party.

Reviewing electronic information in response to litigation,
especially document sets such as emails, is an expensive
proposition. The costs associated with the process can be high
due not just to the tremendous volume of information but also
due to the redundancy, duplicity and scattering of the infor-
mation. Often, many independent reviewers must be hired to
organize and review content that has been duplicated and
scattered many times. Additional costs will be incurred in the
process to reconcile the reviewed documents generated by the
independent reviewers.

A set of email documents being discovered is typically
initially organized by the original possessors (custodians).
There is a lot of duplicity of documents spread amongst
custodians. For example, when one sends out an email of
attachments, the attachments can be replicated many times
for each subsequent reply or forwarding of email. It is not
unusual for an email conversation to contain email documents
that have been forwarded, modified, replied, and counter-
replied.

A setof email documents being discovered is also typically
initially distributed and scattered in many places. It is not
unusual, for example, to have email messages of a thread of
conversation be saved on various email servers, databases,
corporate repositories, backup disks, individual computers
including desktop computers, laptop computers, and PDA
devices, and even knowledge bases. Email documents can
also be saved in many different formats—including but not
limited to Exchange, Outlook mail, OS X mail, html, text,
rich text, and pdf. The number of formats expand when one
takes into account the types of documents that can be stored as
email attachments.

An embodiment of the invention includes techniques to
reduce review costs by allowing reviewers to organize better
loosely organized and scatter documents and to review amore
targeted set of the documents. According to an embodiment,
the technique includes allowing a set of email documents to
be organized, reviewed, tagged, and produced. The technique
includes organizing a set of documents by various criteria. In
one embodiment, the documents are grouped by information
in the email headers and/or other meta information associated
with the email documents.

Email documents can be grouped by date, sender, receiver,
subject heading, for example. Email documents can be
grouped into threads of conversations based on information in
the email headers. Keywords in the body and/or attachments
of emails can also be used for identifying, grouping, and
organizing email documents.

An embodiment of the invention includes organizing and
viewing a set of organized email documents in various man-
ners. For example, when email documents are organized and
viewed in the context of a thread or conversation, a reviewer
can view the email documents in the thread or conversation
and then add review contents to either the thread or group—or
the individual email documents. Depending on whether spe-
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cific documents or whether groupings (e.g. threads conversa-
tions or folders) are selected, the technique includes propa-
gating the review content to a set of related documents.

In one embodiment, the technique includes marking one or
more documents, creating a review content, and propagating
the review content to a set of related documents. According to
an embodiment, the review content can include annotations,
tags, and/or redactions. In an embodiment, annotation infor-
mation is information created by reviewers anew to be asso-
ciated with the documents. For example, a reviewer may add
comments such as “this is interesting” or a graphic signature
to a setof documents. In general, annotations information can
include data in variety of formats, including basic text, rich
text, graphics, audio, and video.

According to an embodiment, tag information include pre-
defined information that can be associated with the docu-
ments. The information can be created before the documents
are reviewed or while the documents are being reviewed. In
an example, a tag is a text string such as “reviewed,” “unre-
viewed,” “hot,” “privileged,” or “responsive.” These tags are
used to categorize documents into predefined groups and
provide a standardized way for reviewers to mark and catego-
rize email documents. Like annotations, tags can also come in
a variety of formats, including basic text, rich text, graphics,
audio, and video.

In an embodiment, redaction information include instruc-
tions that specify portions of email documents to be redacted
or hidden in the production documents. Redaction is impor-
tant where a document may include portions that are relevant
to a request for discovery as well as portions that are not. For
example, an email document may include portions that are
responsive to a discovery request and portions that are legally
privileged. Alternatively, an email document may include
portions that are responsive to a discovery request and por-
tions that contain bona-fide industrial secrets that are not
relevant to the discovery request. In these cases, to protect the
interests of both the discoverer and discoveree, email docu-
ments with both responsive as well as confidential portions
should be produced with portions of the documents redacted.
In the embodiment, redaction information will specify,
among other information, location within documents that
should be reacted or hidden (e.g. lines 5-63 to be deleted) and
how the redaction should be carried out (e.g. lines specified
above to be blotted out by black ink).

According to an embodiment, produced email documents
can also be organized by any of various information specified
in the review content. For example, all documents tagged as
relevant to the deal negotiations of Oct. 15, 2007 can be
grouped together. The produced electronic documents can
also be enabled to be searched by the tags. For example, a
search for the produced documents related to deal negotia-
tions of Oct. 15, 2007 will return a set of documents tagged as
relevant to the deal negotiations of Oct. 15, 2007.

As another example, all documents having been reviewed
and deemed “responsive”to a discovery request can be tagged
with a “responsive” tag. Produced document can present a
folder described as “responsive.” A reviewer may browse the
“responsive” folder which include all documents tagged with
the “responsive” tag. A reviewer can also subsequently search
for “responsive” documents, which will then return the list of
documents previously tagged with the “responsive” tag.

According to an embodiment, embodiments of the inven-
tion allows an email forensics examiner—or reviewer—to
mark a set of discussion-related documents (e.g. threads,
conversations, and other groupings of email documents)
quickly for subsequent detailed examination or other activity.
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Application of embodiments can render the review process to
become very efficient, much less time-consuming and much
less error-prone.

In the following description, for the purposes of explana-
tion, specific details of embodiments are set forth in order to
provide further understanding of the invention. However, it
will be apparent that the invention may be practiced without
necessarily these specific details.

According to an embodiment, without applying embodi-
ments of the current invention, reviewers may find it difficult
to obtain a right search term, increasing the chance that
reviewers will miss relevant email documents. Without
applying embodiments of the current invention, reviewers
may find it very tedious, error-prone and time-consuming to
review documents.

According to an embodiment, without applying embodi-
ments of the current invention, inventors would have to manu-
ally write down the different message ids associated with
each email document in each email thread and grouping. The
reviewer would have to manually find each message in search
view, mark each such message, and tag them. This can be very
tedious, error-prone and time-consuming.

FIG. 1 is a simplified illustration of a general electronic
discovery process worktflow. The workflow depicts an
embodiment of an electronic discovery reference model that
includes a pre-processing stage 1010, a review stage 1020,
and a production stage 1030.

Within pre-processing stage 1010, the scope, breadth and
depth of electronically stored documents are determined.
Sources of electronic documents such as custodians—de-
fined as persons or entities that own or control access to a set
of electronic documents within an enterprise—are identified.
(from a technological perspective, custodians can defined to
be any person who has Read and Write access to electroni-
cally stored information (ESI) during the course of normal
operational activity.) A large pool of potentially discoverable
electronically stored information is identified.

Depending on the specific situations, the scope of discov-
erable information may be influenced by the claims and
defenses asserted, preservation demands filed, and specific
documents requested for in the disclosure and discovery
demands.

In general, during pending litigation, an enterprise may be
obliged to identify all custodians and source locations where
ESI are likely present. In enterprise environments, this can
refer to, for example, shared email stores (such as central
email servers), personal email stores (such as Microsoft Out-
look PST files), network file shares, shared portals (such as
Microsoft SharePoint) and local files and data in desktop and
laptop hard drives of computer devices.

As depicted in FIG. 1, in addition to a step for identifying
the documents to be collected, pre-processing stage 1010 can
also include a step for collecting ESI and a step for preserving
ESI. The collection step includes collecting data previously
identified. To maintain and prove integrity, data can be col-
lected and preserved in the original native form and subse-
quently preserved within an eye toward content integrity.
Depending on the specific embodiments, both content data as
well as meta-data for the contents, such as the owner, last
access time, last modified time and external name of the
content data, can all be collected and preserved.

Part of the responsibilities in responding to a discovery
request is a duty to preserve electronic data that exist implic-
itly or that can be explicitly stated by a legal order to preserve
data pending a trial. A blanket preservation order can be
extremely disruptive for normal operation of a business, how-
ever. On the one hand, businesses face the risk of data spo-
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liation and sanctions that can result if it did deemed not to
have carried out its responsibilities. On the other hand, busi-
nesses must also manage the risks of spoliation and sanctions
against the real costs of interruptions that preservation
demand on businesses.

In the pre-processing stage, attorneys and legal teams are
often deeply involved in preparing relevant files for review.
An efficient process is necessary because these processes
need to be performed in a manner that is consistent with to
clients’ legal obligations but that is also appropriately cost-
effective and expedient for the client.

As depicted in FIG. 1, following preprocessing stage 1010
in an exemplary workflow is a review stage 1020. During
review stage 1020, a group of reviewers collaborate to iden-
tify and categorize a set of review documents (i.e. review set).
In course of the process, each of the set of documents can be
identified and categorized (through tags, for example) as non-
responsive documents, responsive documents, privileged
documents, work-product related, or confidential. The
reviewers may redact portions of documents that are deemed
confidential so they are not visible in the final version of
documents produced to an opposing party. In addition to
tagging and redacting, reviewers may also associate with
documents specific comments (e.g., text information) and
annotations (e.g., other types of information such as graphics,
labels, etc.).

During review stage 1020, the scope of analysis may
include an entire collection of electronic discovery materials
(review set). A relevant set of summary information, such as
key topics of the case, important people, specific vocabulary
and jargon, and important individual documents are provided.
This information should be provided early since they can be
useful to help with strategic and tactical decisions that are
need to be made throughout the discovery and litigation pro-
cess. The information can be used to improve the efficiency
by which discovery activities are carried out. In general, these
analysis can be performed continually throughout the remain-
der of the process as new information is uncovered and issues
of the case evolve.

As depicted in FIG. 1, an exemplary workflow also
includes a production stage 1030. In this final stage of the
discovery process, electronically stored information may be
delivered to various recipients representing an opposing
party, including law firms, corporate legal departments, ser-
vice providers, etc. Production can involve delivering elec-
tronically stored information for use in other systems includ-
ing automated litigation support system, web-based
repository, etc. Production can also involve delivering elec-
tronically stored information on various media including CD,
DVD, tape, hard drive, portable storage device, paper, other.

According to an embodiment, although this stage comes
last in this list, it can be thought of as the first. It is the stage
that ultimately drives the entire e-discovery process. Consid-
erations of how one can most effectively present the electroni-
cally stored information at depositions, hearings and trial can
influence and drive the production stage. If, for example, one
wants a key witness to walk through a live spreadsheet at trial,
one should probably not have produced the file only in paper
form.

FIG. 2 is a simplified flow diagram illustrating an e-dis-
covery workflow according to an embodiment of the inven-
tion. An exemplary technique includes a step 2010 for pre-
processing electronically stored information, a step 2020 for
organizing related documents, a step 2030 for reviewing the
organized documents, a step 2040 for propagating the review
documents, and a step 2050 for delivering a marked up or
annotated set of documents for final production.
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Pre-processing (2010) includes, according to an embodi-
ment, steps for identifying, collecting, and preserving elec-
tronically stored information. A goal of the step is to deter-
mine the scope, breadth and depth of electronically stored
documents. To maintain and prove integrity, the step also
involves collecting and preserving both content data as well
as meta-data, including the owner, last access time, last modi-
fied time and external name of the content data. Depending on
the embodiment, a unique hash value of the content using an
MDS or SHA1 hashing algorithm may be computed and
placed as a wrapper to store and preserve the data.

Organization step (2020) is the process by which a set of
related documents is identified and organized. According to
an embodiment, a set of related documents may be organized
by various information in the header sections of email docu-
ments. According to an embodiment, based on the informa-
tion from the header, email documents can be organized into
threads or conversations. Email documents can also be cat-
egorized and organized in other ways, such as in accordance
with the identity of the senders and recipients, by dates sent
and dates received, etc. Email documents can also be catego-
rized and organized by keywords found in the body and
attachments of email documents or categorized and organized
manually by addition of meta information associated with the
email documents.

Given the duplicity and scattering of email documents,
email documents can also be organized into groups of exact
duplicate and near duplicate documents. According to an
embodiment, two documents with the same contents but dif-
ferent meta information—such as file modification dates, file
creation dates, and file descriptions—are not considered
exact duplicates but may be considered to be a part of a
near-duplicate set of documents. According to another
embodiment, if a document has undergone small edits
between versions, the various versions can also be considered
to be another set of near-duplicate documents. According to
yet another embodiment, if an email document include
attachments of a same document in various formats—for
example, one in word, one in pdf, one in txt, one as part of the
text of an email—all the emails with the various attachments
in different file formats may also be considered to be another
set of near-duplicate documents.

Inorganization stage 2020, as part of the process to identify
and organize a set of email documents. When email docu-
ments are properly categorized and organized, it may become
no longer necessary always to review individual copies of
email documents. In most cases, groupings of emails can be
reviewed. For example, thread of conversations can be
reviewed and tagged instead of the reviewer having to review
and then tag each individual email document. Individual
review of different copies of duplicate documents also need
not be required. With the proper categorization of duplicity,
only one representative document—the master or pivot docu-
ment—needs to be reviewed.

After organization step 2020 has been accomplished, a step
2030 for reviewing electronic stored information (ESI) is
conducted next according to an embodiment. According to
the embodiment, a reviewer may review each email document
separately or by browsing through a set of related email
documents. The reviewer may add or associate review content
with each email document or groupings of email documents.

A reviewer may add comments as simply as by typing texts
to be associated with the documents. An example of a simple
comment information is a text-based note such as “this is an
important email.” The reviewer may annotate documents by
associating the document with more sophisticated informa-
tion such as graphics or audio information. An example of
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annotation information may be an image such as that of an
image of a signature of a reviewer or a voice recording of a
reviewer. The reviewer may also tag the documents with
predefined tags or categories. An example of a set tags include
tags such as “privileged,” “not-responsive,” “responsive” or
“confidential” For example, a document of a credit card
receipt may be marked “confidential”” A document of an
email in which a CEO attached an architect design of a new
factory plan can be labeled with both “responsive” and
“needs-further-review” tags.

The reviewer may also redact confidential or non-relevant
portions of the documents by adding and associating redact-
ing information with the email documents. Reacting is often
necessary as part of the discovery process. Many email docu-
ments may need be produced because some parts are relevant
to the dispute at hand, even though other parts of the docu-
ment may be privileged, confidential, or otherwise not rel-
evant to the dispute. In such instances, a reviewer may redact
portions of an email document—including portions of an
attachment. A reviewer can specify that a document should
have lines 60-66 redacted, for example. In the documents
finally produced, all related documents—for example, all
version of a redacted attachment, including those that have
been forwarded to various other recipients—will also have
lines 60-66 redacted.

Depending on the embodiment, a document may undergo
several reviews in several times. As a result, one or more
review content—including comments, annotations, tags, and
redaction information—each potentially created at different
times and by different reviewers—may be associated with the
document. In general, a complete history of the addition and
modification of the review content is also maintained and
incorporated as part of the review content.

In an embodiment, review content from different reviewers
or different review sessions are ultimately aggregated to
specify a final version of a document view produced for an
opposing party. For example, if a first review session specified
to redact lines 1-30 of a document and a second review ses-
sion later specified to redact lines 99-103, then of the docu-
ment and all related documents in the final produced docu-
ments, both groupings of lines, lines 1-30 and lines 99-103,
will be redacted.

To maintain integrity of the reviewed document, each
instance of review content (i.e. a comment, annotation, tag,
redacting information, etc.) may be kept separate from the
document, according to an embodiment. The documents are
not directly altered. Instead, review content is create and
stored outside a separate file and linked back to the docu-
ments. Depending on the embodiments, the review content
may also be stored in a database and in a separate location. For
ease of retrieving review contents associated with the docu-
ments, an index of all the review content may be associated
with each email document. Such an index may be stored in a
separate file, location or database, depending on the embodi-
ment.

Another aspect of the current invention is enabling various
review content to be associated with groupings of documents.
The review content is then later propagated to one or more of
the documents. In this manner, a reviewer is not required to
inefficiently review each of the related set of documents.
Instead, when a reviewer reviews email documents, review
content can be associated with individual email documents
one or more tags based on reviewing a subset of the entire
grouping of documents.

As depicted in step 2040 of FIG. 2, after a group of email
documents is reviewed, review content can be propagated to
individual email documents. Propagation is a process by
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which after a set of email documents have been properly
reviewed, review content is associated and propagated with
one or more individual email documents. Depending on the
number of review sessions and/or reviewers, review content
associated with each document can also be ultimately aggre-
gated to specify a final version of a document view produced
for an opposing party.

Depending on the embodiment, while review content is
typically propagated to all related documents, some review
content can be associated only specific documents and are not
propagated. In an example, an email may contain an attach-
ment of a published market brochure that has been cleared for
production while another email from the private email box of
the vice president of marketing that contain an attachment of
a brochure that includes sensitive comments regarding the
company’s strategic marketing decisions may not be cleared
for production.

According to an embodiment, a reviewer may redact the
additional comments by the vice president in the version of
the attachment found in the vice president’s email. The redac-
tion applies only to the specific document and not to other
copies that do not contain such comments. The redaction
information is associated only with the private edition and not
propagated or any of the other copies in the related set of
documents.

In step 2050, email documents and other electronically
stored information may be delivered to various types of liti-
gation stakeholders, including attorneys, law firms, corporate
legal departments, court clerks, etc. Production can involve
delivering electronically stored information for litigation
support system, web-based repository, etc. The media on
which the documents are delivered include CD, DVD, tape,
hard drive, portable storage device, e-paper, other. Depending
on the specific embodiments, all the original source locations
and custodians are also maintained and preserved for each
document produced. In case there are issues with the pro-
duced documents and the original source needs to be
retrieved, the original documents can be retrieved efficiently.

FIG. 3 is a simplified illustration showing the de-duplica-
tion of a set of documents according to an embodiment of the
invention. On the left are depicted two exemplary sets of
email documents (3010 and 3020) that may be delivered to a
reviewer. An organization engine 3030 processes document
sets 3010 and 3020 to organize document sets 3010 and 3020
into organized email documents 3040, which in this case
include a first group of email documents 3050, and a second
group of email documents 3060. Depending on the embodi-
ments, the two groups of email documents may represent
email threads or conversations. A thread or conversation is a
collection of related email documents. The collection arises
from an original message that may have been sent to one or
more recipients and that may have subsequently been replied
to and/or forwarded, perhaps multiple times.

In another embodiment, the two groups of email docu-
ments can represent a group of exact duplicate email docu-
ments and a group of near-duplicate email documents.
Examples of exact-duplicates include exact copies of an
email message such as those received by common recipients
of an email document. Examples of near-duplicate email
documents include messages that are almost identical to each
other except for differences in meta information, minor for-
matting changes, or actual formats used to store the files.
Examples of near-duplicate documents may include docu-
ments that have been forwarded with minimum to no alter-
ations or additions. Two copies of an email, one original copy,
and one forwarded to another person may also be considered
near duplicates. Email messages saved in different formats,
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such as Microsoft outlook mail message format or MAC OS
X mail message format, may also be regarded to be near
duplicate email documents, according to an embodiment.

FIG. 4A and FIG. 4B are simplified flowcharts of tech-
niques for organizing an email message, such as organizing
email documents into threads or conversations according to
an embodiment. FIG. 4A begins in step 4000. In step 4005,
the techniques include receiving an email mail message and
determining message attribute data of the email message,
such as sender identifier, recipient identifier, subject, times-
tamps, and the like (step 4010).

In step 4015, a determination is made on whether the
subject of an email message (e.g., from the message attribute
data) is substantially similar to the subject of an email thread.
If the subjects are not similar, a determination is made on
whether the email message includes quoted text from a chro-
nologically earlier email message in the email thread (step
4020). If the email message does not include quoted text, a
determination is made on whether the email message includes
an attachment of an existing email message in the email
thread (step 4025).

If the email message is not included as an attachment, a
determination is made on whether a relationship exists
between a sender of the email message and a recipient of an
existing email message in the email thread (step 4030). If all
of the determinations result in the negative, a new email
thread with the subject of the email message is created. If a
positive determination is made, the message is deemed to be
part of the email thread, and a determination is made regard-
ing the position of the email message within the correspond-
ing email thread (step 4045).

Referring to FIG. 4B, in step 4050, a determination is made
on whether a portion of the email message is included in a
subsequent email message in the email thread. If a positive
determination is made, a determination is made regarding
whether there is any quoted text or attachments such as that
which would indicate an earlier derived email message. If
another positive determination is made, a determination is
made on whether multiple existing email messages in the
email thread refer to the email message.

If a positive determination is made in steps 4050, 4055, and
4060, the email message is determined to be an origin of the
email thread. In general, the origin of an email thread is an
email message that initiated the sending of subsequent email
messages forming a logical discussion or conversation. Typi-
cally, the subsequent email messages have similar subjects as
the origin email address or refer to the origin email message.
The subsequent email messages may also include all or a
portion of the original email address as quoted text or as an
attachment.

In step 4070, the email message is placed in the email
thread in response to the message data. If a negative determi-
nation in the steps 4050, 4055, and 4060, the email message
is placed in the email thread in response to the message
attribute data. In the embodiment, a computer system orga-
nizes the email message chronologically. By identifying the
relationships between the email messages using information
such as sender and recipient, quoted text, attachments, and the
like, the computer system can be used to place the email
message chronologically in context of the email thread.

In various embodiments, as a computer system incremen-
tally receives email messages, the email message may not be
received in chronological order, or any order for that matter.
In response, computer system may continuously “promote”
or “demote” processed email messages as the origin of an
email thread. Computer system may continuously organize
the email thread in response to processed email messages,
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altering relationships and updating the positions of email
messages in the thread in response to message attribute data
of'the email messages. FIG. 4B ends in step 4075.

In various embodiments, a computer system can be
designed to process email threads (e.g., transactional email
messages and derived email messages) to determine an order-
ing associated with the email threads. A benefit provided by
various embodiments is that the computer system can be used
to sort, analyze, and process captured information in transac-
tional and derived email messages into email threads that may
be ordered based on different criteria, such as time, topic,
rank, and relevance.

In general, a system for ranking electronic messages
includes a processor. The processor receives a plurality of
email messages and determines a plurality of email threads in
response to the plurality of email messages. The processor
determines an email rank associated with each email message
in the plurality of email threads. The processor determines an
email rank associated with an email message in response to a
sender identifier related to the email message.

The processor determines a thread rank for each email
thread in the plurality of email threads. The processor deter-
mines a thread rank associated with an email thread in
response to email ranks of each email message associated
with each respective email thread. The processor then deter-
mines an ordering of the plurality of email threads in response
to the thread rank associated with each email thread in the
plurality of email threads.

FIG. 5 is a flowchart for ordering email threads in one
embodiment according to the present invention. FIG. 5 begins
in step 5000. In step 5010, a computer system can be config-
ured to receive a plurality of email messages. In step 5020, the
computer system determines the email rank associated with
each email message in the plurality of email messages.

In step 5030, the computer system determines email
threads in response to the plurality of email messages. In step
5040, the computer system determines a thread rank associ-
ated with each email thread in response to email ranks of each
email message associated with each respective email thread.
In one example, the thread rank is a weighted average of the
email ranks associated with the email message in an email
thread.

In step 5050, the computer system determines an ordering
of the email threads in response to the thread ranks of each
email thread. The computer system then may display the
ordering to a user or generate a report containing the ordering.
The ordering of email threads allows a user or organization to
determine which communications or conversations embod-
ied in email threads are most active or most relevant to a topic
or other search criteria. FIG. 5 ends in step 5060.

Advantageously, computer system can display the ordering
of the email thread to a user. For example, computer system
can provide the user with an ordering of email threads based
on a search performed for discussions or communications
related to organization trade secrets. In another example,
computer system displays an ordering of the most active or
highly discussed topics or categories in an organization.

FIG. 6A is a simplified flowchart of a method for classify-
ing emails into topics in one embodiment according to the
present invention. The processing depicted in FIG. 6 A may be
performed by software modules (e.g., instructions or code)
executed by a processor of a computer system, by hardware
modules of the computer system, or combinations thereof.
FIG. 6 A begins in step 6000.

In step 6010, a plurality of emails is received, where the
emails can be obtained from a plurality of emails from an
email message store, such as an Exchange Server, an IMAP
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server, a PST file, and the like. In step 6020, for each email in
the plurality of emails, a feature representation for an email is
generated based on a set of noun phrases (NPs) associated
with the email. In general, a feature representation is any set,
collection, fingerprint, vector, and the like that represents one
or more features or properties associated an email. In various
embodiments, a feature representation includes a feature vec-
tor that represents a scoring of noun phrases contained in the
email document.

In step 6030, a set of topics is generated associated with the
plurality of emails based on the feature representation for
each email. For example, a cluster of emails may be deter-
mined based on similarities in the feature representations of
the emails. The cluster itself may represent a topic, or a
concentrated portion of the cluster, or a centroid may be used
to identify the topic from the cluster of common or similar
noun phrases. FIG. 6 A ends in step 6040.

FIG. 6B is a flowchart of a method for identitying topics
based on feature vectors associated with emails in one
embodiment according to the present invention. The process-
ing depicted in FIG. 6B may be performed by software mod-
ules (e.g., instructions or code) executed by a processor of a
computer system, by hardware modules of the computer sys-
tem, or combinations thereof. FIG. 6B begins in step 6100.

In step 6110, a plurality of emails if received. In step 6120,
an email from a plurality of emails is selected. In step 6130,
the sentence structure of the email is analyzed. In some
embodiments, linguistic analysis may be performed to deter-
mine the sentence structure.

In step 6140, parts of speech of the email, including noun
phrases, may be determined. For example, linguistic and/or
statistical analysis can be performed on the email to decom-
pose the email into noun phrases. In step 6150, a feature
vector of the email may be generated based on the noun
phrases.

In step 6160, a determination on whether there are any
emails remaining in the plurality of emails may be carried out.
If there are emails remaining, processing continues at step
6120 where another email from the plurality of emails is
selected.

If there are no more emails remaining, in step 6170, cen-
troids associated with clusters of feature vectors of one or
more emails may be determined. A centroid may include an
entire cluster. A centroid may further include a number of
similar feature vectors that satisfy or exceed a limit or thresh-
old.

In step 6180, a set of topics may be identified based on the
centroids. For example, each centroid may represent a single
topic. In some embodiments, a hierarchy of topics is deter-
mined. FIG. 6B ends in step 6190.

FIG. 7A is a block diagram illustrating automatic catego-
rization in one embodiment according to the present inven-
tion. The processing depicted in FIG. 7A may be performed
by software modules (e.g., instructions or code) executed by
a processor of a computer system, by hardware modules of
the computer system, or combinations thereof. In an embodi-
ment example, a Feature vector 7010 for each email docu-
ment is input into Categorization Engine 7020. Categoriza-
tion Engine 7020 then performs a search into a Category
Feature Vector Search Index 7030. Category Feature Vector
Search Index 7030 maps the 10-20 feature vector words of the
email document to a set of Potential Categories 7040. Poten-
tial Category 7040 makes a selection based on the relevance
score exceeding a certain threshold, so between 5-10 poten-
tial categories are determined. The feature vector of each
category is extracted in Potential Category Vectors 7050.
Similarity/Distance Estimator 7060 computes a similarity
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distance between the feature vector of the document and the
feature vector of the category. If the similarity score is high
enough, the category is assigned in Actual Category 7070 for
the email document. If the document does not match any
category, the email document is assigned as un-categorized.

FIG. 7B is a block diagram illustrating topic creation in one
embodiment according to the present invention. Based on a
periodic schedule, un-categorized documents 7110 may be
examined to determine if it is necessary to create new catego-
ries. The feature vector of uncategorized documents is fed
into Category Generation Engine 7120. Category Generation
Engine 7120 uses categorization rules from Category Defini-
tion Rules 7130, and creates new categories along with fea-
ture vectors for these new categories in New Category Names
and Feature Vectors 7140. Typically, each feature vector for a
category is restricted to be between 20-50 words, which pro-
vides just enough words to discriminate the category from
other categories. In some embodiments, scores are main-
tained for the feature vectors, so an ordered list of vector
entries is always available.

In general, the top five entries of a feature vector should be
enough to classify an email document into its category. The
other entries are maintained so that, when the category does
not discriminate well enough causing too many documents to
appear in one category, the remaining entries of the feature
vector can be used to split the category into subcategories. In
some embodiments, when an email document is added to a
category, the category feature vector is updated, with addi-
tional scores from the email document that was added. Sta-
tistics may be maintained, such as the number of documents
in the category, which may be used to determine if there is a
need to split the category.

FIG. 8A is a simplified illustration showing a technique for
adding and associating review content (e.g., a tag) with an
email document. The processing depicted in FIG. 8A may be
performed by software modules (e.g., instructions or code)
executed by a processor of a computer system, by hardware
modules of the computer system, or combinations thereof.

The process starts with selection of a document or a group-
ing of document (e.g., a thread) for review (step 8010). Next,
areviewer creates new review content for the document (step
8020). The types of content created can vary. In some cases,
areviewer may create text or other annotation information to
be associated with the document. Tags may also be created
and associated with documents. According to an embodi-
ment, a reviewer may select tags to mark otherwise flag
documents. The tags can be used to organize the production
documents and/or to make the production documents search-
able with terms specified by the tags. A reviewer may also
redact parts of a document by creating redacting information
to be associated with the document.

In step 8030, review content including one or more of the
above information is associated with the document or the
grouping of documents. Typically, reviewers may associate
review content only with the master or pivot document. Later,
during de-duplication, the review content can be propagated
to each of the exact-duplicate and near-duplicate documents.
Reviewers may however also create review contents to be
associated directly with documents other than master or pivot
documents. Depending on the embodiments, the reviewer
may specify for each specific review content whether the
specific review content is to be propagated to all related
documents, to specific related documents, or not to be propa-
gated at all. Depending on that information, the review con-
tent may later be propagated to all related documents, to
specific related documents, or not to be propagated at all. Step
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8040 provides an opportunity for a reviewer to decide
whether to select another document or another grouping of
documents for review.

FIG. 8B is a simplified illustration showing the reviewing
of a related set of documents. In the example, two sets of
documents 8110 and 8120 are reviewed. To review one of the
set of documents, a reviewer selects the sets of documents to
review. The sets of documents are categorized into four
groups—Group 1, Group 2, Group 3, and Group 4. In the
example shown, Group 2 is selected for review. The review
process allows areviewer to add and associate various review
content with the group. Review comment such as annotation,
comment, tag, and redacting information can be added and
later propagated to individual email documents within the
group, depending on the embodiment.

As a result of the review process, four pieces of review
content are created in the example—Tag 1, Tag 2, Note 1, and
Annotation 1. These review content are then associated with
Group 2. Depending on the embodiment, the review content
can be propagated to each of the documents in Group 2 or
only to some of the review contents within Group 2. It is
possible for example that only Tag 1 and Note 1 are propa-
gated to each of the documents in Group 2; Tag 2 is propa-
gated to a few select documents within Group 2; and Anno-
tation 1 is associated with a specific document and not
propagated to any of the other documents.

FIG. 9A is a simplified illustration of a graphical user
interface (GUT) 9000 for creating a predefined tag for labeling
one or more email documents according to an embodiment.
GUI 9000 allows user to enter a name 9010 and a description
9020 for a tag. GUI 9000 allows various attributes to be
specified for the tag, including, for example, whether a tag
should later be selected as a checkbox or a dropdown (screen
section 9030). GUI 9000 also allows a color to be associated
with the tag (screen section 9040). When the user is done, the
user is given an option to save or cancel the definition for the
tag (screen section 9050).

FIG. 9B is a simplified illustration of a GUI 9100 for
reviewing and tagging an email document in an email group
according to an embodiment. In the example, a search for a
keyword “energy” returns a number of documents of different
types containing the term (screen section 9110). In reviewing
an email document, GUI 9100 displays both header and meta
information 9120 as well as content of the document 9130. As
shown in both sections 9120 and 9130, the keyword “energy”
has been highlighted for a current email throughout sections
9120 and 9130 wherever they are found.

GUI 9100 also includes a section of the screen (9140)
associating review content with the email document. Section
9150 allows a reviewer to add the current email document to
a project. Section 9160 allows a reviewer to associate a note
with the current email document. Section 9170 allows a
reviewer to associate one (or more) of several predefined tags
with the current email document. Depending on the situation,
a reviewer may tag the current email document and move on
to a next document to review and tag (screen section 9180).

FIG. 9C is a simplified illustration of a GUI 9200 for
reviewing and tagging a discussion thread. In the example, a
criteria (not shown in the figure) returns a number of email
groups or threads containing email documents conforming
with the criteria (screen section 9210). In the example, GUI
9200 allows a group or thread to be added to or associated
with a project (screen section 9220). GUI 9200 also allows
one or more tags to be associated with an email thread or
group (screen section 9230). For example, a reviewer may
upon selecting a thread or group, tag all emails in the thread or
group as “reviewed,” untag all emails in the thread or group as
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“unreviewed,” and leave as it is for all emails in the thread or
group tags with respect to “hot,” “privileged,” and “respon-
sive.”

Using GUI9200, a reviewer may associate acomment with
more than one thread or group (screen section 9240). Screen
section 9250 shows a list of threads or groups. A reviewer may
apply tag actions specified in 9230 to all threads or groups of
emails or a few groups or threads (screen section 9260).
Depending on the embodiments, a summary of the actions
taken can be emailed to a supervisor as appropriate (screen
section 9270).

FIG. 10A is a simplified illustration of a process for propa-
gating review content to individual email documents of a
group or thread according to an embodiment. A group or
thread of document includes email document 10020, email
document 10025, email document 10010, email document
10030, email document 10035, and email document 10040.
As illustrated on the left side of the figure, three documents
(email document 10010, email document 10020, and email
document 10030) are explicitly reviewed and assigned review
content. Inthe example, a review content #1 is associated with
email document 10010; areview content #2 is associated with
email document 10025; and a review content #3 is associated
with email document 10030.

According to the embodiment, upon propagation, review
content #1 is propagated to each of the other email documents
of the group or thread—including, in this example, email
documents 10020, 10025, 10030, 10035, and 10040. If the
reviewer has specified that both review content #2 and review
content #3, unlike review content #1, to be associated with
email documents 10025 and 10030 only, respectively, then in
the final set of documents created, neither review content #2
nor review content #3 are propagated, with review content #2
associated only with document 10025 and review content #3
associated only with document 10030 (see right side of FIG.
10A).

FIG. 10B is a simplified illustration of an embodiment of a
result of the propagation process shown in FIG. 10A. Accord-
ing to the embodiment, the tag “hot” is specified by review
data #1. Because this data is propagated to each of the docu-
ments in the group or thread, email document 10010, email
document 10025, and email document 10030—among others
(not shown)—all are shown to be associated with the tag
“hot”

According to the embodiment, the tag “reviewed” is speci-
fied by review data #2. In the case, the reviewer had not set
review data #2 to be propagated to any other documents.
Because this data had not been specified to be propagated, the
tag “reviewed” is associated only with email document 10025
and not any of the other documents belong to the group or
thread. The comment “Leaked version from CFO” is speci-
fied by review data #3. Because this data had not been speci-
fied to be propagated, this comment is associated only with
email document 10025 and not any of the other documents
belonging to the group or thread.

FIG. 10C is an illustration showing the propagation of
redacting content according to an embodiment. A review
content specifying redacting of item #1 is associated with an
email document 10210; a review data #2 specifying redacting
of item #2 is associated with email document 10225; and a
review data #3 specifying redacting of item #3 is associated
with email document 10230. According to the embodiment,
upon propagation, information specifying redaction of item
#1 is propagated to the rest of the related set of documents
specifically, email documents 10220, 10225, 10230, 10235,
and 10240. Neither redaction of item #2 nor redaction of item
#3 are specified to be propagated. Accordingly, redaction of
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item #2 and information specifying redaction of item #3 are
limited only to documents 10225 and 10230.

As shown on the right side of FIG. 10C, which depicts a
result of a propagation process: item #1 in all email docu-
ments in a group or thread is redacted since information
instruction item #1 to be redacted is specified to be propa-
gated to all related documents. Item #2 is redacted only in
document 10225 because item #2 is specified to be redacted in
document 10225 and not to be propagated to any other of the
related documents. Item #3 is redacted only in document
10230 since information instructing item #3 to be redacted is
specified to be associated only with document 10230 and not
to be propagated to any other of the related documents.

FIG. 10D is a simplified illustration showing an embodi-
ment of techniques for propagating review content to email
documents for production. A group of email documents
10310 includes, in this example, five email documents,
labeled email documents 1-5. A reviewer processes these
documents and concludes that only two of the email docu-
ments, specifically email document 1 and email document 5,
are relevant. Consequently as shown on the right side of the
figure, only two email documents, documents 1 and 5, are
eventually produced (produced email documents 10320).

In the embodiment, produced email documents 10320 are
associated with information relating to the original document
as well as information relating to review content. When a
court reviews email document 1 or 5 and questions its authen-
ticity, for example, the information relating to the original
document can be used to track and obtain the original docu-
ment. When a court or opposing party reviews the produced
documents including email document 1 or 5—the document
will be marked up and/or annotated in accordance with all
review contents associated with the email document, accord-
ing to the embodiment.

In general, depending on the embodiment, the email docu-
ments that are produced to an opposing party can appear in a
number of formats. According to an embodiment, the pro-
duced documents can presented in pdf format. The produced
documents can also be presented in native format including
word and excel formats. According to an embodiment, review
content such as tag information can be adapted to categorize
the produced documents. The email documents can be orga-
nized and accessed through a tree format in accordance with
tag information. The produced documents are also rendered
to be efficiently searchable in accordance with information
contained in the tag information

Depending on the embodiment, in the production docu-
ments, comments and annotations may appear to a margin
with tracing marks and labels to the main contents as appro-
priate. Redacted sections can appear as sections with black
mark covering up sections that have been marked for redac-
tion.

Depending on the embodiment, review information such as
comments, annotations, and tags can be stored on a xml file
relating the appropriate files and the review information.
Redaction, according to an embodiment, is built into the
generation of the pdfs. To maintain and provide ability to
prove and trace integrity and authenticity of documents, data
can be collected and preserved in the original native form and
references to locations where the documents are originally
found are preserved throughout the process.

Depending on the embodiments, both content data as well
as meta-data for the contents, such as the owner, last access
time, last modified time and external name of the content data,
are collected and preserved and produced with the final set of
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production documents. The final production documents can
be stored in a disc such as a DVD disc or be transmitted
electronically.

FIG. 11A is a block diagram of an electronic message
processing system 100 in one embodiment according to the
present invention. Electronic message processing system 100
includes master index 105, messaging applications program-
ming interface (MAPI) module 110, email servers 115, dupli-
cate eliminator 120, buffer manager 125, indexer 130, thread
analyzer 135, topic classifier 140, analytics extraction, trans-
formation, and loading (ETL) module 145, directory inter-
face 150, and directory servers 155. Master index 105
includes email tables 160, email full text index 165, topic
tables 170, cluster full text index 175, distribution list full text
index 180, dimension tables 185, participant tables 190, and
fact tables 195. Email servers 115 include one or more mail
servers 117. Directory servers 155 include one or more direc-
tory servers 157.

Master index 105 includes hardware and/or software ele-
ments that provide storage and retrieval of information asso-
ciated with electronic messages, such as email, instant mes-
saging (IM) messages, Short Message Service (SMS)
messages, Multimedia Message Service (MMS), and the like.
Some examples of master index 105 are flat files, databases,
data marts, data warehouses, and other repositories of data.
Although the disclosure references electronic messages as
email messages, the disclosure should not be considered as
limited to only email message formats. The disclosure may
also apply to other types of electronic messages, such as IM,
SMS, MMC messages, and the like.

In various embodiments, email tables 160 store informa-
tion associated with email messages processed by the system
100. Email full text index 165 stores an inverted index that
enables fast searching of contents (e.g., headers and body),
metadata, and attachments of email messages processed by
the system 100. Topic tables 170 store relationships between
categories or topics and email messages processed by the
system 100. Cluster full text index 175 stores an index of
email messages that have a close relationship, such as rela-
tionships based on statistical analysis of noun phrases, and the
like. The email messages having close relationships are then
associated with topics in the topic tables 170. Distribution list
full text index 180 stores the full text of email messages
associated with a distribution or mailing list. Participant
tables 190 store information related to participants of a dis-
tribution or mailing list (e.g., To-recipients, CC-recipients,
BCC-recipients, etc.). Dimension tables 185 and fact tables
195 store information related to data warehouse processing of
email messages.

MAPI module 110 is linked to the email servers 115 and to
the duplicate eliminator 120. In this example, the email serv-
ers 115 include one or more mail servers 117. MAPI module
110 includes hardware and/or software elements that com-
municate with the email servers 115. Email servers 115
include hardware and/or software elements that provide elec-
tronic messaging services, such as email transport, storage,
and retrieval. One example of the mail servers 117 is a com-
puter system running Microsoft Exchange Server 2000 from
Microsoft Corporation of Redmond, Wash. In other
examples, the email servers 117 may include operating sys-
tems, such as Microsoft Windows 2000/XP/2003, UNIX, and
Linux, and mail transport agents, mail user agents, and the
like. Email messages may be stored on the mail servers 117 in
a file, such as an Outlook PST file, and the like.

Duplicate eliminator 120 includes hardware and/or soft-
ware elements that detect and eliminate redundant and/or
duplicative information retrieved by the MAPI module 110.
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Buffer manager 125 is linked to the duplicate eliminator 120
and the indexer 130. Buffer manager 125 includes hardware
and/or software elements that manage data communications
between the duplicate eliminator 120 and the indexer 130.

Indexer 130 is linked to the master index 105. Indexer 130
includes hardware and/or software elements that process
electronic messages to determine message content and gen-
erate metadata associated with the electronic messages. For
example, the index 130 may process an email message to
parse header and body fields to retrieve message content and
generate metadata associated with the email message.

Thread analyzer 135 is linked to the indexer 130 and the
master index 105. Thread analyzer 135 includes hardware
and/or software elements that organize email messages into
one or more email threads. An email thread is a series or
sequence of one or more email messages that form a logical
“discussion” or “communication.” Some examples of email
messages within an email thread are email messages related
by sender address, recipient address, topic, and time. Another
example of email messages within an email thread are email
messages with forwarding replies, CC-recipients, BCC-re-
cipients, and the like. In this example, the thread analyzer 135
determines the position of an email message in an email
thread in response to message content and metadata of the
email message.

Topic classifier 140 is linked to the master index 105. Topic
classifier 140 includes hardware and/or software elements
that determine one or more topics or categories in response to
email message content and metadata. The topic classifier 140
may determine the topic of an email message based on the
subject header or in response to the content of the body of an
email message. The topic classifier 140 may also associate an
email message with a given topic, classifier, and/or category.

Analytics ETL module 145 is linked to the master index
105. Analytics ETL. module 145 includes hardware and/or
software elements that provide an interface accessing content
and metadata processed by the system 100. In one example,
the analytics ETL. module 145 provides an interface for
extracting data from the master index 105 and/or external data
sources; an interface for transforming the data, which
includes cleansing, aggregation, summarization, integration,
as well as basic transformation; and an interface for loading
the data into some form of data warehouse for further analysis
and processing.

Directory interface 150 is linked to the master index 105
and the directory servers 155. Directory interface 150
includes hardware and/or software elements that access infor-
mation stored in a directory. A directory is any database of
information associated with objects, such as users or com-
puter hosts. In various embodiments, the directory servers
155 include one or more directory servers 157 running Active
Directory by Microsoft Corporation of Redmond, Wash. In
other embodiments, other types of directory servers and/or
services may be used such as Lightweight Directory Access
Protocol (LDAP) servers, Identity Management servers, and
the like. In various embodiments, examples of information
stored in the directory servers 155 include “organizational” or
“corporate” data, such as department identifiers associated
with a user or computer host, a group identifier associated
with a user, a corporate or departmental title associated with
auser, telephone and address information, and security infor-
mation.

In operation of the electronic message processing system
100, the MAPI module 110 retrieves email messages from the
email servers 115 (e.g., from one of the mail servers 117). For
example, the system 100 may “crawl” the email servers 115
requesting email messages through the MAPI module 110.
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The duplicate eliminator 120 filters redundant and/or dupli-
cate email messages received from the email servers 115.

The indexer 130 receives the email messages from the
duplicate eliminator 120 through the buffer manager 125. The
indexer 130 processes the email messages to determine the
contents of the email messages and metadata associated with
each email message. The indexer 130 stores a full text index
of the email messages and the metadata in the master index
105. For example, the indexer 130 stores sender and recipient
information associated with an email message in the email
tables 160; the indexer 130 stores an inverted word list of the
full text of the email message in the email full text index 165;
etc.

The thread analyzer 135 processes the contents of the email
messages and the metadata in the master index 105 to orga-
nize the email messages into email threads. In general, the
thread analyzer 135 organizes the email messages into email
threads that form a discussion or communication of a topic or
concept. One example of operation of the thread analyzer 135
is described below with respect to FIGS.9,10A, and 10B. The
topic classifier 140 processes the contents of the email mes-
sages and the metadata in the master index 105 to determine
topics or categories associated with the email messages. The
topic classifier 140 stores the categories or topics in the topics
tables 170, and stores a full text index of email messages
belonging to and/or associated with the same topic in the
cluster full text index 175.

The directory interface 150 retrieves directory or organi-
zational information from the directory servers 155 (e.g.,
from one of the directory servers 157) related to the email
messages. The indexer 130 or the thread analyzer 135 may
use the organizational information during, processing, index-
ing, and/or threading of the email message. In this example,
the organizational data is stored in the participant tables 190
and the distribution list full text 180.

A user or computer process connects to the analytics ETL
module 145 to retrieve information associated with the email
messages processed by the system 100. Advantageously, the
electronic message processing system 100 provides a user or
organization with access to email messages, and other infor-
mation, such as header information, message contents, mes-
sage attributes, metadata, and the like, to assist in reporting
requirements or gathering information for the purposes of
electronic discovery. After “crawling” email repositories
(e.g., one of the mail servers 117) to retrieve email messages,
the system 100 processes and indexes the retrieved email
messages and stores metadata related to the processed email
messages in the master index 105. The system 100 allows the
user or organization to search and query the processed email
messages and the metadata to quickly extract and process
relevant information. The system 100 further provides thread-
ing and topic classification of email messages to enhance the
discovery and presentation of relevant information to the user
or organization.

In various embodiments, after an initial crawl of a data or
email repository, such as the email servers 115, the system
100 may incrementally process newly arriving email mes-
sages on a daily bases, an hourly basis, or the like. As
described above, the new email messages may be incorpo-
rated into the master index 105.

FIG. 11B is a block diagram of software components 200
for processing email messages in one embodiment according
to the present invention. Software components 200 include
portal 202, indexer 204, crawler 206, distributed services 208,
and administration interface 210. Portal 202 is linked to the
indexer 204, which is linked to the crawler 206. Distributed
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services 208 and administration interface 210 are linked to
each of the portal 202, the indexer 204, and the crawler 206.

Portal 202 includes software elements for accessing and
presenting information provided by the indexer 204. In this
example, the portal 202 includes web applications 212 com-
municatively coupled to information gathering and presenta-
tion resources, such as a Java Server Page (JSP) module 214,
a query engine 216, a query optimization module 218, an
analytics module 220, and a domain templates module 222.

Indexer 204 includes software elements for processing and
storing email messages. The indexer 204 includes metadata
224, full text indices 226, thread analysis 228, group effects
230, and topics 232.

Crawler 206 includes software elements for retrieving
email messages from an email repository. Some examples of
an email repository are an email server (e.g., one of the mail
servers 117 of FIG. 11A), a Post Office Protocol (POP)
enabled computer server, an Internet Message Access Proto-
col (IMAP) enabled computer server, and files, such as PST
files, UNIX style maildirs/mbox formats, and the like. In this
example, the crawler 206 includes Reference Information
Storage System (RISS) module 234, Enterprise Vault Soft-
ware (EV) module 236, MAPI module 238, PST module 240,
Directory Services (ADS) module 242, and a Microsoft
Exchange Server Mailbox Merge Wizard (ExMerge) module
244.

FIG. 11C is a block diagram of a computer system 300 in
one embodiment according to the present invention. In this
example, computer system 300 includes a monitor 310, com-
puter 320, a keyboard 330, a user input device 340, one or
more computer interfaces 350, and the like. In the present
embodiment, the user input device 340 is typically embodied
as a computer mouse, a trackball, a track pad, a joystick,
wireless remote, drawing tablet, voice command system, eye
tracking system, and the like. The user input device 340
typically allows auserto select objects, icons, text and the like
that appear on the monitor 310 via a command such as a click
of a button or the like.

Embodiments of the computer interfaces 350 typically
include an Ethernet card, a modem (telephone, satellite,
cable, ISDN), (asynchronous) digital subscriber line (DSL)
unit, FireWire interface, USB interface, and the like. For
example, the computer interfaces 350 may be coupled to a
computer network 355, to a FireWire bus, or the like. In other
embodiments, the computer interfaces 350 may be physically
integrated on the motherboard of the computer 320, may be a
software program, such as soft DSL, or the like.

In various embodiments, the computer 320 typically
includes familiar computer components such as a processor
360, and memory storage devices, such as a random access
memory (RAM) 370, disk drives 380, and system bus 390
interconnecting the above components.

The RAM 370 and disk drive 380 are examples of tangible
media configured to store data such as embodiments of the
present invention, including executable computer code,
human readable code, or the like. Other types of tangible
media include floppy disks, removable hard disks, optical
storage media such as CD-ROMS, DVDs and bar codes,
semiconductor memories such as flash memories, read-only-
memories (ROMS), battery-backed volatile memories, net-
worked storage devices, and the like.

In various embodiments, computer system 300 may also
include software that enables communications over a network
such as the HTTP, TCP/IP, RTP/RTSP protocols, and the like.
In alternative embodiments of the present invention, other
communications software and transfer protocols may also be
used, for example IPX, UDP or the like.
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It will be readily apparent to one of ordinary skill in the art
that many other hardware and software configurations are
suitable for use with the present invention. For example, the
computer may be a desktop, portable, rack-mounted or tablet
configuration. Additionally, the computer may be a series of
networked computers. Further, the use of other micro proces-
sors are contemplated, such as Pentium™ or Core™ micro-
processors from Intel; Sempron™ or Athlon64™ micropro-
cessors from Advanced Micro Devices, Inc.; and the like.
Further, other types of operating systems are contemplated,
such as Windows®, WindowsXP®, WindowsNT®, or the
like from Microsoft Corporation, Solaris from Sun Microsys-
tems, LINUX, UNIX, and the like. In still other embodi-
ments, the techniques described above may be implemented
upon a chip or an auxiliary processing board (e.g. a program-
mable logic device or a graphics processor unit).

In operation, computer system 300 receives electronic
messages, such as email messages, from electronic messag-
ing repositories. Computer system 300 processes an email
message to determine message attribute data associated with
the email messages. Message attribute data is information
related to an attribute or content of an electronic message.
Some examples of message attribute data are sender email
address or sender identifiers, recipient identifiers, names
associated with sender/recipient identifiers, attachment data,
in-line text, body content, routing information, header infor-
mation, and the like. The message attribute data allows com-
puter system 300 to provide users and organizations with
access to message content, relationships between email mes-
sages, topics, rankings, and the like.

FIG. 11D is a block diagram of an exemplary email mes-
sage 400. The email message 400 can be any message trans-
mitted over a communications network, such as the Internet.
In one example, the email message 400 is a message commu-
nicated using one of the protocols adapted for communication
using the Transport Control Protocol/Internet Protocol (TCP/
IP) suite of protocols used over the Internet, such as the
Simple Mail Transfer Protocol (SMTP). The email message
400 may be communicated by using dedicated messaging
client, such as Outlook and the like, and a web browser, such
as Mozilla Firefox and Microsoft Internet Explorer and the
like using a web-mail interface.

Email message 400 includes email header 410 and email
body 420. In this example, email header 410 generally
includes message attribute data related to header information,
such as routing information, spam/virus scanning informa-
tion, a subject, a sender identifier (e.g., the originating or
sending email address), one or more recipient identifiers (e.g.,
To-recipients, CC-recipients, and BCC-recipients, and distri-
bution list email addresses), priority, and the like. As the email
message 400 travels to its destination, information about the
path or network hosts through which the email message 400
passed may be appended to the email header 410 in the
routing information.

Email header 410 may also contain information about the
email client from which the email message 400 was sent.
Additionally, the email header 410 may include information
related to the format or encoding used to communicate the
email body 420.

The email message 400 is typically encoded in ASCII
(American Standard Code for Information Interchange) text.
The email message 400 includes message attribute data
related to portions (e.g., headers, body, etc.) of the email
message 400. In various embodiments, the email body 420
includes non-text data, such as graphic images and sound files
and the like, in-line with text and as attachments. Some
examples of the contents of the email body 420 are plain text,
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base-64 encoded text, an encoded binary file, a portion of an
email message, an attached Portable Document Format
(PDF) file, an attached or in-line Microsoft Word document
file, and the like.

In various embodiments, email body 420 of the email mes-
sage 400 also includes a quoted message 430. The quoted
message 430 itself includes quoted message header 440 and
quoted message body 450. In general, quoted message 430 is
a portion of an email message or an entire email message.
Portions of email messages are often included in-line with
other text in the email body 420. For example, the email
message 400 may be a reply to an initial or earlier email
message that is included in the email body 420 as the quoted
message 430. Entire or complete email messages are often
included in-line or as an attachment to the email message 400.
In other embodiments, quoted message 430 may be a for-
warded messages, etc.

Quoted message header 430 comprises information, such
as sender and recipient identifiers, much like the email header
410. Often, the quoted message header 430 includes at least a
sender identifier, one or more recipient identifiers, a subject,
a timestamp, and the like. Quoted message body 450 may be
plain text, html, encoded text, and the like. The quoted text
body 450 also may include portions of other email messages
and attachments.

FIG. 11E is a block diagram illustrating an exemplary
processing flow of electronic messages in one embodiment
according to the present invention. In crawler box 505, com-
puter system 300 retrieves email messages from email reposi-
tories, such as an email server or a file containing email
messages, and sends the email messages to a buffer manager.
In buffer manager box 510, computer system 300 buffers or
otherwise manages production and consumption of the email
messages retrieved while computer system 300 is “crawling”
the email repositories. In email provider box 515, computer
system 300 creates batches of email messages. In this
example, batching the email messages allows computer sys-
tem 300 to apply batch-processing techniques to message
attribute data associated with a batch of email messages. For
example, computer system 300 may create batches of 10, 50,
or 100 email messages.

In duplicate eliminator box 520, computer system 300
processes the email messages in the email message batches to
determine duplicates or redundant email messages. For
example, a user A of the mail server 117 (FIG. 11A) may have
sent an email message addressed to user B and to user C.
When computer system 300 retrieves email messages from
mailboxes on the mail server 117 for users A, B, and C, user
A’s mailbox contains the email message as sent to user B and
user C. Additionally, both user B’s and user C’s mailbox
contains the respective user’s copy of the email message as
received from user A. In this example, computer system 300
receives possibly three copies of the email message in the
duplicate eliminator box 520.

Computer system 300 determines which of the three copies
of the email message to further process. In one example,
computer system 300 determines two MD5 checksums for
each email message to “identify” an email message. A first
strict MDS5 checksum is computed to be unique and repre-
sents an exact match of a previously processed email mes-
sage. A second “relaxed” MDS5 checksum is computer to be
non-unique or semi-unique.

When computer system 300 receives a new email, com-
puter system 300 processes the new email message (e.g.,
address normalization and cleansing) and computes a strict
MDS checksum for the new email message and compares the
strict MDS5 checksum to previously computed strict MDS5
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checksums to determine whether the new email message is
unique. In one example of operation, computer system 300
computes the strict MD5 checksum in response to message
attribute data associated with an email message using the
sender email address or sender identifier, sorted To-recipient
email addresses or To-recipient identifiers, sent time, alpha-
numeric contents of subject, and the body text (e.g., body text
size, contents of the body text, etc.).

Computer system 300 then computes a relaxed MD5
checksum using a portion of the message attribute data used
to compute the strict MD5 checksum. Other information not
included in the email message but associated with the mes-
sage attribute data may be used to compute the strict and
relaxed MDS5 checksums. Other types of integrity, detection,
and authenticity algorithms, such as cyclical redundancy
checks (CRCs), hashes, and the like, may be used in addition
to or in the alternative to the MDS5 checksum.

In this example, if the strict MD5 checksum for the new
email message is different, computer system 300 computes a
relaxed MDS5 checksum for the new email message and com-
pares the relaxed MDS5 checksum to previously computed
relaxed MD5 checksums. If the relaxed MDS5 checksum for
the new email message is different, then the new-email
address is not a duplicate. If the relaxed MD5 checksum for
the new email message is the same as one or more previously
computed relaxed MDS5 checksums, computer system 300
applies rules or policies to eliminate possible duplicate email
messages that may occur due to time differences, header
processing, and the like, and also the addition of trailing
content, such as disclaimers, names of attachment files, and
the like.

In surface processor box 525, computer system 300 pro-
cesses the email messages (e.g., to populate the master index
105 of FIG. 11A with information related to the message
attribute data). Some examples of surface processing are
whether text in a body of an email message is text included in
another email message (e.g., as a response to the email mes-
sage), identity information of senders, and identity informa-
tion of recipients. In attachment processor box 530, computer
system 300 processes the email message for attachments. If
an email message includes an attachment, computer system
300 further processes the attachment in Stellent processing
box 535. In this example, computer system 300 processes the
attachment according to content management and searching
solutions from Stellent, Inc. of Eden Prairie, Minn. In attach-
ment full text index box 540, computer system 300 stores an
inverted index of the extracted text of an attachment, if any
(e.g., in the master index 105).

In email processing box 545, after attachment processing
or if no attachment exists in an email message, computer
system 300 operates on the batch of email messages to parse
or extract further information associated with message
attribute data from the email messages. In NP extraction box
550, for example, computer system 300 processes subject and
body content of the email messages, such as to extract noun
phrases, and the like. Computer system 300 then normalizes
the extracted noun phrases into a feature vector that repre-
sents topical information associated with the email messages.

In batch committer box 555, computer system 300 com-
mits the processed email messages in the batch to storage. In
one example, computer system 300 populates the master
index 105 with information parsed or indexed in the email
processor box 545. In email full text index box 560 of this
example, computer system 300 stores a full text index of the
email messages (e.g., in the email full text index 165 of FIG.
11A). In SQL tables box 565, computer system 300 prepares
Structured Query Language (SQL) tables allowing the email
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messages and message attribute data associated with the
email messages in the batch to be searched using SQL state-
ments.

In thread analyzer box 570, computer system 300 pro-
cesses the email messages to determine email threads in
response to message attribute data of the email messages. In
thread full text index box 575, computer system 300 stores a
full text index of email threads (e.g., in the master index 105).
Further operations of computer system 300 in the thread
analyzer box 570 are described further with respect to FIGS.
8A, 8B,9,10A, and 10B.

FIG. 11F is a block diagram illustrating an exemplary
message sequence chart related to an email thread. An email
thread is a series or sequence of one or more email messages
that form a logical “discussion” or “communication.” Email
messages can be related by thread criteria, such as time,
sender, topic, etc. An email thread also can provide an indi-
cation of user interactions to an earlier or original email
message that initiated a discussion or communication formed
by a series of email messages. Typically, the email that initi-
ated the subsequent user interactions or communications is
called a thread origin (e.g., email message 605).

Referring to FIG. 11F, a thread criterion defines an initial
time starting indicative of when an email message 605 was
sent. As a result, the email thread includes email messages,
transmitted during a time interval, that satisty another thread
criterion. In this example, computer system 300 determines
email messages that satisfy the thread criterion are email
messages related to the email message 605 or otherwise trans-
mitted in response to the email message 605.

In this example, user (Sender) A composes email message
605 to three users. The email message 605 may be considered
the origin of the email thread illustrated in FIG. 11F. User B
receives email message 610 as a carbon copy (CC) recipient.
User C receives email message 615 as a To-recipient. User D
receives an email message 620 as a CC-recipient.

Inresponse to the email message 610, the user B composes
an e-message to users A and D. The user A receives email
message 625 as a To-recipient, and the user D receives email
message 630 as a CC-recipient. The user B may have for-
warded or replied to the email message 610 such that the
email messages 625 and 630 included the body text of the
email message 610 (in other words the original email message
605). The email messages 625 and 630 may also include the
email message 610 as an attachment, and include a similar
subject as the email message 610.

Next in the email thread of FIG. 11F, in response to the
email message 615, the user C composes an email message to
user A. The user A receives email message 635 as a To-
recipient. Subsequently, again in response to the email mes-
sage 615, the user C composes an email to users A, B, and D.
The user A receives email message 640 as a To-recipient. The
user B receives email message 645 as a To-recipient. The user
D receives email message 650 as a CC-recipient.

After receiving the email message 640, the user A com-
poses an email message to users B, C, and D in response to the
email message 625. The user B receives email message 655 as
a CC-recipient. The user C receives email message 660 as a
To-recipient. The user D receives email message 665 as a
CC-recipient.

Subsequently, in response to the email message 640, the
user A composes an email message to users B, C, and D. The
user B receives email message 670 as a CC-recipient. The
user C receives email message 675 as a To-recipient. The user
D receives email message 680 as a CC-recipient.

Advantageously, computer system 300 allows a user or
organization to discover information in email messages that
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relates to discussions or communications about specific top-
ics. Computer system 300 organizes the information, such as
email messages, into a thread and generates one or more
topics in response to message attribute data associated with
email messages. Computer system 300 allows the user or
organization to analyze the information to drive better busi-
ness performance and/or comply with regulatory require-
ments.

Furthermore, computer system 300 allows the users and
organizations to analyze properties of email (such as recipi-
ents, replies, forwards, subject header, etc.), and combine the
properties with organizational or corporate data to derive
discussions and communication patterns within an organiza-
tion or corporation. Computer system 300 provides access to
electronic messages and message attribute data associated
with the electronic messages. This allows users and organi-
zations to quickly extract, analyze, and report information.

As a result of user interactions in response to an email
message, subsequent email messages may include quoted text
from prior email messages or include prior email messages as
attachments. Computer system 300 (FIG. 11C) allows users
or organizations to retrieve transactional email messages
from local email repositories. Transactional email messages
are electronic messages that are received from and/or stored
on an email server or in a file (e.g., one of the mail servers 117
of FIG. 11A). A transactional message may include quoted
text or attachments.

In various embodiments, computer system 300 processes
the transactional email messages to determine derived email
messages. Derived email messages are electronic messages
sent by electronic messaging services, where the electronic
messages are included within other electronic messages. As
described with respect to FIG. 11D, some examples of
derived email messages are quoted text in forwarded or
replied to email messages, and email messages included as
attachments. For example, a transactional email message may
include a derived email message. A benefit provided by vari-
ous embodiments is that computer system 300 allows users
and organizations to capture information in derived email
messages that otherwise may not have been retrieved from the
local email repositories as transactional email messages.

As the use of electronic messaging proliferates, emails are
often received from outside of organizations that initiate dis-
cussions or communications within the organization. Com-
puter system 300 provides the users or organizations the
ability to determine from derived email messages whether
discussions or communication originated from outside the
organization. Additionally, computer system 300 allows the
users or organizations to track whether topic discussion left or
went outside the organization during a series of email mes-
sages and later returned to an internal discussion within the
organization.

In general, a system for processing email messages (e.g.,
computer system 300 of FIG. 11C) includes a processor and
a communications interface. The communications interface
receives, from an email repository, a transactional email mes-
sage comprising message attribute data. The processor is
coupled to the communications interface. As described
above, the processor places the transactional email message
in an email thread in response to the message attribute data of
the transaction email message. The processor then determines
whether there is a derived email message included in the
transactional email message. For example, if a derived email
messages such as a reply or forwarded message, is included in
the transactional email message, the processor determines
derived message attribute data of the derived email message.
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The processor then places the derived email message in the
email thread in response to the derived message attribute data
of the derived email message.

Although specific embodiments of the invention have been
described, various modifications, alterations, alternative con-
structions, and equivalents are also encompassed within the
scope of the invention. The described invention is not
restricted to operation within certain specific data processing
environments, but is free to operate within a plurality of data
processing environments. Additionally, although the present
invention has been described using a particular series of trans-
actions and steps, it should be apparent to those skilled in the
art that the scope of the present invention is not limited to the
described series of transactions and steps.

Further, while the present invention has been described
using a particular combination of hardware and software, it
should be recognized that other combinations of hardware
and software are also within the scope of the present inven-
tion. The present invention may be implemented using hard-
ware, software, or combinations thereof.

The specification and drawings are, accordingly, to be
regarded in an illustrative rather than a restrictive sense. It
will, however, be evident that additions, subtractions, dele-
tions, and other modifications and changes may be made
thereunto without departing from the broader spirit and scope
of the inventions.

What is claimed is:
1. A method for processing and producing email docu-
ments, the method comprising:

receiving, by a processor, information organizing a first
plurality of email documents into a plurality of docu-
ment groups;

generating, by the processor, a graphical user interface for
reviewing a document group from the plurality of docu-
ment groups, the document group including a second
plurality of email documents from the first plurality of
email documents that are organized into the document
group, wherein the second plurality of email documents
represent an email thread, and wherein the graphical
user interface comprises a first section displaying the
document group and a second section to receive a plu-
rality of review content to associate with each of the
second plurality of email documents or to associate with
each of the email documents of other document groups
from the plurality of document groups based on a selec-
tion from the second section of the graphical user inter-
face;

receiving, by the processor, the plurality of review content
comprising one or more annotations provided by a user
of the graphical user interface that are applicable to the
document group;

associating, by the processor, the plurality of review con-
tent with the document group;

for each review content of the plurality of review content:

determining, by the processor, a propagation for the review
content to the second plurality of emails, and

propagating, by the processor, the review content to the
second plurality of email documents based on the deter-
mined propagation for the review content, wherein the
review content is propagated to each email document in
the second plurality of email documents, or the review
content is propagated to a subset of email documents in
the second plurality of email documents, and wherein
one or more of the email documents of the second plu-
rality of email documents comprises at least one multi-
ply annotated email document that is associated with the
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plurality of the review content and is annotated based on
an aggregation of the plurality of review content; and
producing, by the processor, a third plurality of email docu-
ments from the first plurality of email documents in
response to one or more queries related to the one or
more annotations in the review content that has been
propagated, the third plurality of email documents
including at least one email document from the second
plurality of email documents in the document group.

2. The method of claim 1 further comprising annotating
each of the second plurality of email documents within a
visual representation of the email document in accordance
with the review content.

3. The method of claim 1 wherein receiving the review
content comprising the one or more annotations provided by
the user of the graphical user interface that are applicable to
the document group includes receiving a set of one or more
comments from the user.

4. The method of claim 1 wherein receiving the review
content comprising the one or more annotations provided by
the user of the graphical user interface that are applicable to
the document group includes receiving image information.

5. The method of claim 1 wherein receiving the review
content comprising the one or more annotations provided by
the user of the graphical user interface that are applicable to
the document group includes receiving graphics information.

6. The method of claim 1 wherein receiving the review
content comprising the one or more annotations provided by
the user of the graphical user interface that are applicable to
the document group includes receiving audio information.

7. The method of claim 1 wherein receiving the review
content comprising the one or more annotations provided by
the user of the graphical user interface that are applicable to
the document group includes receiving multimedia informa-
tion.

8. The method of claim 1 wherein receiving the review
content comprising the one or more annotations provided by
the user of the graphical user interface that are applicable to
the document group includes receiving tag information.

9. The method of claim 1 further comprising organizing the
second plurality of email documents such that the second
plurality of email documents are searchable in accordance
with the information in the review content.

10. The method of claim 1 further comprising organizing
the second plurality of email documents such that the second
plurality of email documents are browsable via one or more
graphical user interfaces in accordance with the information
in the review content.

11. The method of claim 1 wherein receiving the review
content comprising the one or more annotations provided by
the user of the graphical user interface that are applicable to
the document group includes receiving redacting informa-
tion.

12. The method of claim 11 further comprising redacting
one or more portions of each of the second plurality of email
documents in accordance with the redacting information.

13. The method of claim 1 wherein receiving the informa-
tion organizing the first plurality of email documents into the
plurality of document groups includes organizing the first
plurality of email documents in accordance with meta infor-
mation associated with the first plurality of email documents.

14. The method of claim 1 wherein receiving the informa-
tion organizing the first plurality of email documents into the
plurality of document groups includes organizing the first
plurality of email documents in accordance with header infor-
mation associated with the first plurality of email documents.
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15. The method of claim 1 wherein receiving the informa-
tion organizing the first plurality of email documents into the
plurality of document groups includes organizing the first
plurality of email documents in accordance with date infor-
mation associated with the first plurality of email documents.

16. The method of claim 1 wherein receiving the informa-
tion organizing the first plurality of email documents into the
plurality of document groups includes organizing the first
plurality of email documents in accordance with sender infor-
mation associated with the first plurality of email documents.

17. The method of claim 1 wherein receiving the informa-
tion organizing the first plurality of email documents into the
plurality of document groups includes organizing the first
plurality of email documents in accordance with receiver
information associated with the first plurality of email docu-
ments.

18. The method of claim 1 wherein receiving the informa-
tion organizing the first plurality of email documents into the
plurality of document groups includes organizing the first
plurality of email documents into a plurality of email threads.

19. The method of claim 1 wherein generating the graphi-
cal user interface configured for review of the document
group includes generating information configured for review-
ing each of the second plurality of email documents associ-
ated with the document group.

20. The method of claim 1 wherein generating the graphi-
cal user interface configured for review of the document
group includes generating information configured for review-
ing a subset of the one or more email documents associated
with the document group.

21. A system for processing and producing email docu-
ments, the system comprising:

a processor; and

a memory configured to store processor-executable

instructions that configure the processor to:

receive information organizing the first plurality of email

documents into a plurality of document groups;
generate a graphical user interface configured for review-
ing a document group from the plurality of document
groups, the document group including a second plurality
of email documents from the first plurality of email
documents that are organized into the document group,
wherein the second plurality of email documents repre-
sent an email thread, and wherein the graphical user
interface comprises a first section displaying the docu-
ment group and a second section to receive a plurality of
review content to associate with each of the second
plurality of email documents or to associate with each of
the email documents of other document groups from the
plurality of document groups based on a selection from
the second section of the graphical user interface;
receive the plurality of review content comprising one or
more annotations provided by a user of the graphical
user interface that are applicable to the document group;
associate the plurality of review with the document group;
for each review content of the plurality of review content:
determine a propagation for the review content to the sec-
ond plurality of emails, and
propagate the review content to the second plurality of
email documents based on the determined propagation
for the review content, wherein the review content is
propagated to each email document in the second plu-
rality of email documents, or the review content is
propagated to a subset of email documents in the second
plurality of email documents, and wherein one or more
of the email documents of the second plurality of email
documents comprises at least one multiply annotated
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email document that is associated with the plurality of
the review content and is annotated based on an aggre-
gation of the plurality of review content; and

produce a third plurality of email documents from the first

plurality of email documents in response to one or more
queries related to the one or more annotations in the
review content that has been propagated, the third plu-
rality of email documents including at least one email
document from the second plurality of email documents
in the document group.

22. The system of claim 21 wherein the processor is further
configured to annotate each of the second plurality of email
documents within a visual representation of the email docu-
ment in accordance with the review content.

23. The system of claim 21 wherein the processor is further
configured to organize the second plurality of email docu-
ments in accordance with the review content.

24. The system of claim 21 wherein the processor is further
configured to render the second plurality of email documents
searchable in accordance with the information in the review
content.

25. The system of claim 21 wherein the processor is further
configured to render the second plurality of email documents
browsable via one or more graphical user interfaces in accor-
dance with the information in the review content.

26. A non-transitory computer-readable storage medium
storing a plurality of instructions for controlling a data pro-
cessor to process and produce email documents, the non-
transitory computer-readable medium comprising instruc-
tions for:

organizing a first plurality of email documents into a plu-

rality of document groups;
generating a graphical user interface configured for
reviewing a document group from the plurality of docu-
ment groups, the document group including a second
plurality of email documents from the first plurality of
documents that are organized into the document group,
wherein the second plurality of email documents repre-
sent an email thread, and wherein the graphical user
interface comprises a first section displaying the docu-
ment group and a second section to receive a plurality of
review content to associate with each of the second
plurality of email documents or to associate with each of
the email documents of other document groups from the
plurality of document groups based on a selection from
the second section of the graphical user interface;

receiving the plurality of review content comprising one or
more annotations provided by a user of the graphical
user interface that are applicable to the document group;

associating each review content of the plurality of review
content with the document group;

for each review content of the plurality of review content:

determining a propagation for the review content the sec-

ond plurality of emails, and

propagating the review content to the second plurality of

email documents based on the determined propagation
for the review content, wherein the review content is
propagated to each email document in the second plu-
rality of email documents, or the review content is
propagated to a subset of email documents in the second
plurality of email documents, and wherein one or more
of the email documents of the second plurality of email
documents comprises at least one multiply annotated
email document that is associated with the plurality of
the review content and is annotated based on an aggre-
gation of the plurality of review content; and
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producing a third plurality of email documents from the
first plurality of email documents in response to one or
more queries related to the one or more annotations in
the review content that has been propagated, the third
plurality of email documents including at least one email
document from the second plurality of email documents
in the document group.

27. The non-transitory computer-readable storage medium
of claim 26 further comprising instructions for annotating
each of the second plurality of email documents within a
visual representation of the email document, each of the
second plurality of email documents annotated in accordance
with the review content.

28. The non-transitory computer-readable storage medium
of claim 26 further comprising instructions for organizing the
second plurality of email documents in accordance with the
review content.

29. The non-transitory computer-readable storage medium
of claim 26 further comprising instructions for rendering the
second plurality of email documents searchable in accor-
dance with information in the review content.

30. The non-transitory computer-readable storage medium
of claim 26 further comprising instructions for rending the
second plurality of email documents browsable in accordance
with information in the review content.
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